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Abstract

low-level compiler optimization. It can serve as a tar-

Critical applications and increasing scale of software
has made software assurance a big problem. Currently, pro-
grammers can write type-safe codes in typed languages with
sound type systems, such as Java, Cyclone, even typed as-
sembly language(TAL). But high assurance does mean not
only type safe, but also correctness and security. Since type
is not expressive enough, there are still no high assurance
software released in typed language, especially operating
system and runtime library, which are infrastructure soft-
wares in the computing system. Logic predicates are more
expressive than types, thus substituting types with logic
predicates as program specification seems a good idea. In
this paper, we present a certified dynamic storage allocation
library (malloc/free) in SCAP, which is a new MIPS-like as-
sembly language with expressive and power specification
structure. And we encode the SCAP language and the cer-
tified library in a modern higher-order logic(HOL) proof
assistant Coq. In this work, we confirm the expressiveness
and modularity of SCAP. So we can expect SCAP to be a ex-
pressive target language for some safe high-level languages
in the future.

1. Introduction

In the research field of code safety, program verifica-
tion(or certification with minor difference) is a strict and
reliable methodology. Frameworks of program verifica-
tion mainly include Typed Assembly Language (TAL)[7, 6],
Proof Carrying Code(PCCO)[8], etc.

TAL programs are statically guaranteed safe through
its sound type system, which provides support for enforc-
ing high-level language abstractions, such as closure, tu-
ples, and user-defined abstract data types. The type system
ensures that well-typed programs never violate these ab-
stractions. Additionally, the typing constructs admit many

get language for compilers of high-level languages such
as ML. The original TAL assume the compiler would per-
form a continuation-passing style(CPS) transform and elim-
inate the control stack by heap-allocating activation records,
while most compilers are based on stack allocation. There-
fore, a stack-based TAL[6] is proposed. Since types can not
express enough program properties, TAL or STAL is not
suitable for high assurance programming. Other researches
such as dependent type[11] try to add new type constructor
in order to enrich type systems, but the added type primi-
tives and typing rules make its soundness proof difficult.

PCC[8] is a general framework pioneered by Necula and
Lee, and it provides a mechanism to verify the safety of mo-
bile codes through machine-checkable proof before execut-
ing them. The machine-checkable proof is explicitly carried
in PCC code package, while TAL implicitly reconstructs the
proof through type checking. Existing PCC systems have
focused only on programs whose safety proofs can be au-
tomatically generated, such as TAL programs. Since types
have not the same expressiveness as logic predicates, many
low-level system libraries, such as dynamic storage alloca-
tion, have not been certified. However, these infrastructure
softwares are very important components of software sys-
tems worth certification with some costs. Additionally, PCC
system has a big Verification Condition Generator(VCGen),
which introduces a big trusted computing base(TCB). Foun-
dation PCC [1](FPCC) is proposed to decrease the TCB of
PCC systems. FPCC is verification from the smallest pos-
sible set of axioms, using the simplest possible verifier and
the smallest possible runtime system.

Certifying Assembly Programming[ 12](CAP) provides
a complementary approach for PCC in which general prop-
erties and correctness are semi-automatically certified. CAP
is a reasoning framework of Hoare-logic[5] style at assem-
bly level, in which a certified dynamic storage allocation
library has been built. After that, More CAP extensions for
different program features are proposed, such as CMAP[2],



CCAP[13]. But original CAP is based a relative ideal ma-
chine model, which means the proofs possibly do not hold
in physical machine. More importantly, the simplicity of
CAP limits its expressiveness in the context of modular-
ity, which means library routines’ specification and proofs
can not written independently from higher-level applica-
tions. This greatly reduces its applicability in large-scale
code certification. In order to solve the problem of modular-
ity, stack-based CAP[4] (SCAP) is proposed, which added
function guarantee “g” into its specification structure. More
details about SCAP will be introduced in section 2.

Based on SCAP, we make following contributions:

e We formalize the SCAP language in Coq[10], in-
cluding target machine(mainly operational semantics),
SCAP’s static semantics, and its soundness theorem ,
which is the first step of program certification. We also
enlarge the instruction set without much efforts, ac-
cording to the requirements of realistic certifying pro-
gramming. The description about instructions of the
abstract machine and their semantics is incomplete in
this paper for the sake of conciseness.

e We port certified dynamic storage alloca-
tion(malloc/free) in SCAP and implement a certified
link list copy program calling malloc/free routines.
It is clean and practical compared with the imple-
mentation in old CAP. All routines are independently
certified and then linked together. The characteristic of
our implementation ensures the possibility of applying
this technique into large-scale systems.

In this paper, we first introduce SCAP language in sec-
tion 2 and its Coq encodings in section 3. then the modular
certification of dynamic storage allocation library in section
4. At last, comparison with related work and future work
will be presented. In appendix, we give more details about
the annotated low-level codes. Complete Coq encodings are
now available at [3].

2. The SCAP Language
2.1. Syntax

SCAP is a MIPS-like assembly language with power-
ful specification structures, which can express accurate pro-
gram properties. Figure 1 shows the syntax of SCAP lan-
guage. A SCAP program is of type P, which consists of
a read-only code heap(C), an updatable abstract storage
state(S), and an entry instruction sequence(l). C is a finite
partial mapping from code labels to I. S contains a regis-
ter file (R) and a data heap (H). I is a code block ended
with some jump instruction. In this abstract machine, I is

involved instead of a program counter for simplicity. SCAP
program specification (code heap specification) is of type
W, which is a map from code block label to its pre-assertion
p and guarantee g. p specifies the state assertion that must
be satisfied when control reaches the code block, while g
specifies the assertion on current state and the state at cur-
rent function return point. Using g, SCAP can do modular
function call reasoning.

(Program) P = (C,§,I)
(CodeHeap) C = {f~1}*
(State) S = (H,R)
(Heap) H = {l~wh*
(RegFile) R = {r~wt*
(Registers) r n= {rp k€031
(Nat) w,f,1 = i (nat nums)
(InstrSeq) I u= ;I3 £]jal £, £t
‘ jr rs
(Command) c = addu rgq,rs,Trt
| addiu rgq,rs,i
|  subu rgq,rs,rt
| beq rs,re, f]...
| 1w r¢,i(rs)
| sw r¢ ifrs)
(Assertion) p,q € State — Prop
Guarantee g € State — State — Prop
(Cdspec) ¢ = (p,9)
(CdHpspec) W n= {f~ 0}

Figure 1. SCAP Syntax

SCAP Programmers can use 32 registers. According to
the MIPS register usage convention, these registers have fol-
lowing aliases:

zZero ro always zerc
v0—vl rg—r3 return values
a0 —a3 rgq4—1x7 arguments
t0—t9 1rg—ris,rea —ra2s caller-saves
s0—s7 rig— ro3 callee-saves
sp rog stack pointer
fp r30 frame pointer
ra r31 return address

2.2. Operational Semantics

The execution of program in the abstract machine is
modeled as a small-step transition from one program to an-
other, like P — P’ Figure 2 shows the transition function.
In this figure, R{_ ~ _} and H{_ ~ _} mean the update
of corresponding register and heap slot. The operational se-
mantics of most instructions are the same with correspond-
ing MIPS instructions.

2.3. The Static Semantics

The static semantic of SCAP concerns the well-
formedness judgements at four level: Well-formed pro-



[[ifl= then (C,(H,R),— ]
j £ (C,(HLR),C(£)) when £ € dom(C)
jJal £, %, (C’(H’R{rﬁ}l ~ fTEt})’ C(f))

when £ € dom(C)

jr rs (CALR),C(R(xs))

when R(rs) € dom(C)

(C,(H,R),I') when R(rs) # R(r¢)
(C,(HLR),C(£)) when R(rs) = R(x¢)
c; I (C.Next(H,R),I"

beq rs, re¢, £

where
| then Next (H,R)= ]
(HR{rg ~ R(rs) + R(re) D
(HR{rg ~ R(rs) +1i})
(HLR{rg ~ R(rs) — R(xe) P
(HR{r¢ ~ H(R(rs) + 1)}

when R(rs + 1) € dom(H)
H{R(rs) + i ~ R(r¢) }L.R)

[ifc=

addu rgq,rs,rt
addiu rg,rs,1

subu rd,rg,rt
lw r¢, 1(rs)

SW r¢,1i(rt)

Figure 2. SCAP Operational Semantics

gram, well-formed control stack(predicate WEST induc-
tively defined by WEST-0 and WEST-N), well-formed code
heap and well-formed instruction sequence, as figure 3
shows. These rules are all hoare logic style, which means
the precondition of a instruction must imply postcondition.
Top part of these rules related with g are for the preservation
of stack well-formedness preservation after one step execu-
tion. Since we are not discussing the internals of SCAP in
this paper, interested readers can get more details in [4, 3].

3. SCAP encoding in Coq

Our work use Coq to develop SCAP programs and
their well-formedness proof, so at first SCAP must be en-
coded in Coq. File scap.v in [3] encodes SCAP syntax
and operational semantics, while scap_rules.v encodes its
static semantics(inference rules) and soundness proof in
scap_sound.v. In this section, main syntax objects’ Coq en-
codings of SCAP are given.

The SCAP program type is defined in Coq as world:
Notation world :=(state X (codeheap X iseq)) % type.
in which state, codeheap, iseq are defined as follow-
ing:

Notation state := (heap X rfile) % type.
Inductive codeheap: Set =

| emptyCH : codeheap

\ consCH: lab — iseq — codeheap — codeheap.
Inductive rfile: Set :=

| emptyR:rfile

| consR:rfile — reg — nat — rfile.

Definition heap : Set := addr — hvopt.
Inductive iseq: Set =

| seq:iota — iseq — iseq

| §:1lab — iseq

| jal: lab — lab — iseq

| jr: reg — iseq.

v; (p,g) F P | (Well-formed Program)
UHEC:¥ pS 3n,wrsT(n,gS,¥) ¥;(p,g)FHI
s (p,9) F (C,S,1)

(Well-formed Control stack)

VS, aS — S.R(ra) = NULL
WEST(0,q, ¥)

(PROG)

(WEST-0)

VS.gS — (S.R(ra) € dom(¥) Ap’S
AWFST(n — 1,¢'S,¥) where (p/,d') =

WFST(n,q, ¥)

U EC: ¥ | (Well-formed Code Heap)

W;U(£) - C(£) V£ € dom(C)
vEC: ¥

¥; (p,g) FI | (Well-formed Instruction Sequence)

c € {addu, addiu, 1w, subu, sw}
U (p/,g’) F I’ VS.pS — p/(Nextc(S))
VS, S .pS — g’ (Wext.(S))S’ — oSS’

T (p,g) oy 1

¥ (S.R(ra))

(WEST-N)

(LINK)

(CMD)

(0,5') = ¥(5)

VS.S.R(xs) = S.R(x¢t) — pS — p’S

VS, S .S.R(rs) = SR(r¢) — pS — ¢’SS’ — ¢SS’

VSSR(I@)# R(r¢) — pS — p”’S

VS, S .S.R(rs) # S.R(rt) — pS — g’'SS — gSS’

¥ (p",g") F T
¥;(p,g) Fbeq rs,r¢, £; I/

(BRANCH)

(p',9") = ¥(£)
VS.pS — p’'S VS, S .pS — ¢'SS — gS§’

U (p,g) k3 £

(plv g/) = ‘Il(f) (pua g//) = \Ij(f'r‘et)
VH, R.o(H, R) — p/(H, R{r31 ~ fret})
VH, R, S".p(H, R) — o' (H, R{r31 ~ fret})S" — p"§'
VH,R,S',S".p(H,R) —
g’ (H,R{r31 ~ fret})S — g"S'S"” — g(H,R)S”
VS, S .g’SS" — S.R(r31) = S'.R(rs1)
\P; (p7 g) = jal fr fret

(JUMP)

(CALL)

VS.pS — (gSS A S.R(r31) # NULL)
Ui (0,9) F ir ra

(RET)

Figure 3. SCAP Static Semantics



Type state is a tuple of register file type rfile and
heap type heap; Type codeheap is inductively defined
by two constructor emptyCH and consCH, which builds a
new codeheap from a label , label-corresponding instruction
sequence, and a old smaller codeheap; Similarly, rfile
is defined by constructors rfile and consR; heap is a
function type mapping addresses into heap value; Instruc-
tion sequence type are defined as i seq, which is an opera-
tion instructions(iota) list ended with j, jal, jr.

The type of assertion p is defined as a predicate type
assert over state.

Notation assert := (state — Prop).

And type of guarantee g is defined as a predicate type
action over two state parameters:

Notation action :=(state — state — Prop).

The code specification type 6 and code heap specification
map type W are defined as:

Inductive codespec : Type =

cdspec: assert — action — codespec.
Inductive codeheapty : Type :=

\ emptyCT : codeheapty

| consCT lab — codespec — codeheapty —
codeheapty.

The operational semantics are encoded in Coq as a step
predicates which is of type world — world — Prop
If two program pl, p2 of type world has relation step
(step pl p2 is a true proposition), pl can be transformed
into p2 with a step of execution. Predicates step are de-
fined as:

Inductive step : world — world — Prop :=
| step-j:
V (f: lab) (h: heap) (rf: rfile) (ch: codeheap)
(is: iseq),
lookupCHch f is —
step ((h, rf), (ch, j £)) ((h, rf), (ch, is))
...
| step_iota:
V (s s’ : state) (ch : codeheap) (i :
iseq),
next i ss’ —
step (s, (ch, segi is)) (s’,(ch, is)).

iota) (is :

where predicate next is the coq encoding of Next . func-
tion. If Next.(S) equals to ', it can be asserted that c, S,
S’ have relation next, which is defined as:
Inductive next : iota — state — state — Prop :=
| next_addu:
V(rdrsrt:reg)(h: heap)(rf:rfile),

next (addurdrs rt)

(h, rf)

(h, updateR rf rd ((LookupR rf rs) + (LookupR
rf rt)))

In file scap_rules.v and lib_lemma.v, the well-formedness
judgements and inference rules are encoded. First of all, the

program well-formedness judgement ¥; (p,g) F P is de-
fined by predicates WE_WLD, while well-formed code heap
as WF _CH, well-formed instruction sequence as Infer, and
well-formed control stack as WEST. One great feature of
SCAP is that its instruction sequence well-formedness in-
ference rules can be proved as lemmas in a more general
framework[4],thus, these rules are all proved formally in
Coq, such as rule CALL is encoded as lemma WF_jal in
lib_lemma.v.

The total SCAP language encodings in Coq has a size
about 3000 lines, which include 400 lines some number util-
ity functions and their properties proof, 700 lines data heap
utility functions, predicates and their properties proof. The
rest lines are all directly SCAP-related.

4. Modularly Certified Dynamic Storage Allo-
cation

4.1. The Algorithm

In order to compare our implementation with old
CAP[12], we don’t modify the algorithm too much. How-
ever, in our implementation for the library routines malloc
and free, we no longer assume an infinite heap, that is,
malloc may fail.

b | /“N-"

—

——‘ﬂ

zooming into a free space:

size

&Lﬁ address to return to user
points to next free block

free space owned notr-free space owned by
I:l by malloc I:l malloc ot not owned by

malloc

Figure 4. Free Block and Free List

Figure 4 and figure 5 shows the data structures and
pseudo codes of malloc/free. Each memory block has
a head with fields next which points to next block, and size
which specifies the total size of the block. A free block
linked list whose head pointer is stored in a global variable
£ is maintained, and the blocks in the list are sorted in order
of increasing address. Freeing one block would possibly
trigger block coalescing, while a request for memory would
possibly trigger block splitting. When requesting a block
with size s, malloc routine will search the free block linked



list and find the first block with bigger size than s, then split
it and return the allocated block to user. When freeing a
block, free routine will first search the proper position (in-
creasing address) in the free block linked list for the block,
and coalesce with its free neighbours, then insert it into the
list.

void free(voidx ptr) {
hp=ptr-sizeocf (chunk) ;
prev=0; p=f;
for (;p!=0;prev=p,p=p->next)
if (hp<p) {
if (hp+hp->size==p) {//join high
hp->sizet+=p->size;
hp->next=p->next;
}else hp->next=p;//link high
if (prev!=0)
if (prev+prev->size==hp){//join low
prev->size+=hp->size;
prev->next=hp->next;
lelse prev->next=hp;//link low
else f=hp;
return;
}
hp->next=nil;//the last block
if (prev!=0)
if (prev+prev->size==hp){//join low
prev->size+=hp->size;
prev->next=hp->next;
}else prev->next=hp;//link low
else f=hp;
return;
}
void+ malloc (int size) {
asize=size+sizeof (chunk);
prev=0,p=£f;
for (;p!=0;prev=p, p=p->next)
if (p->size>asize+sizeof (chunk)) {
p->size-=aszie;//split
pt+=p->size; p->size=asize;
return p+sizeof (chunk);
lelse if (p—>size>=asize){//fit
if (prev==0) f=p->next;
else prev-—>next=p->next;
return p+sizeof (chunk);
}
return NULL;
}

Figure 5. malloc/free

4.2. Specification Annotation

The biggest challenge in SCAP programming(the same
as other language-based program verification approach)
is how to annotated the low-level codes with accurate
specification— (p,g) in SCAP. It can be easily noticed that p
and g are higher-order logic(HOL) predicates(Prop is the
type of HOL propositions) on state. Thus the question be-
comes how to write HOL predicates that must be satisfied

at the program point. It is easy to specify the assertions
about registers file, such as r; must contain value 12, while
it is difficult to specify the assertions on data heap, because
there are many dynamic data structures composed by point-
ers. In this work, Separation Logic[9] is chosen to encode
the formal abstraction of these data structures. Before going
further, it is necessary to clarify a little about **’ connective
in separation logic. The meaning of **’ and related func-
tions and predicates are defined as below:

H; - Hso £ Niifie dom(H1)then Hy i else Ha ¢
Hy LHy £ Vi,i¢dom(H1)Vi¢ dom(Hs)
Hy=Hy £ Vi, Hi(i)=Ha(3)

p1*py 2 AS.IH;,Ho.H; L Ho AH; -Hy = S.H

Ap1(H1,S.R) A py(Ho,S.R)

Function ’-” concatenates two disjoint heaps. Predicate ’ L’
describes the disjunction relation between two heaps. Pred-
icate "=’ describes the equivalence relation between two
heaps. The **’ connective provides a mechanism of describ-
ing the heap state for each disjoint part.

Now we move on to define assertions for all possible
heap states that will occur in malloc/free routines as shown

in Figure 6.

emp £ AS.dom(S.H) = ¢
Sigipv 2 (p~ )
Tupleps 2 (pyosp+s—1~_,...,.)
stkpg = (pp—1,..¢g+1~__ ..,
MBlk pgq s £ p>2As>2
ANp—2~q)*x(p—1~3)
*(pv Pt s 3~ - "'7*)
MBlkLst Opgq £ empA (p=2q)
N

MBlkLst n+l pgq Jp’.(MB1k p+2 p’)

*(MBlkLst n p’ q)

ANp<p' vVp =0)

(p =0 — MBlkLst 0 hd ¢)A

(p # 0 — In.(MB1lkLst n hd p)
*(MBlk p+2 ¢ )
Alp < qVgqg=0))

In.(EndL hd p q)

*(MBlkLst n g 0)

In.(MB1kLst n hd 0)

[1>

EndL hd p q

(1>

MidL hd p q

[1>

Good hd

Figure 6. Heap Assertions

The first assertion emp holds over empty heap.
(SigH p v) holds over a singleton heap with value v in
slot p. (Tuple p s) asserts the heap contains a continuous
memory area of size s, starting from address p. (Stk p q)
models the stack, which is implemented as a continuous
memory area from p to g. The assertions below Stk are
designed to catch the invariants of the free memory block
list. (MBlk p ¢ s) asserts the memory at address p is pre-
ceded by a pair of words, first contains ¢, a pointer to an-
other block and the second contains the size s of the mem-



ory block itself. (MBlkLst n p ¢) models an address-
ordered list of blocks with length n in which p is the starting
pointer and ¢ is the ending pointer. It is inductively defined
in order to be encoded in Coq. (EndL hd p q) defines a list
segment with a particular ending block pointed by p, whose
forward pointer is g. (MidL hd p q) asserts a list, in middle
of which a block pointed by p exists with forward pointer g.

Now we can define the pre-assertion p of each instruction
sequence of malloc/free. For example, considering the pro-
log instruction sequence of £ ree(complete low-level codes
and part of specifications are in appendix):

prolog: (pg,do)
subiu sp,sp,4
sw fp,3(sp)

addiu fp,sp,4
sw s0,-1(fp)
sw sl,-2(fp)
sw s2,-3(fp)
j entry

The assertion py over the initial state requires :
e sp and fp should be able to construct a stack frame;

e Value of sp should greater than 4, otherwise the stack
will overflow;

e The return address should not be 0, otherwise it can’t
return;

e The heap should contain global variable £, a free block
list pointed by £, an obsolete memory block pointed by
argument a0, a stack and other arbitrary part since we
never care about it.

In order to express these requirements, following abbre-
viation are used:

Frm(s)

ArbH

[fp] = [sp] + s A [fp] <BA[sp] > 0

A
£  AS.True

where [r] means the value r contains in current register
file. In our stack layout convention, we assume the pro-
gram loader arranges the memory from B to 1 as the stack,
therefore, Frm(s) asserts £p, sp satisfy the requirements of
a stack frame with size s. Obviously, Frm(s) specifies the
first requirement. ArbH asserts arbitrary heap. So the third
requirement is specified as pop, (ArbH) where pg;, defines
as:

pon(p) = 3Jpgs.(SigH £ p) * (MB1k [a0] q 5) * (Good p)
*(StkB0) *p

So the pre-assertion py is :

po = 3s.Frm(s) A [sp] > 4 A [ra] # 0 A pop (ArbH)

We have specified pg, then what should gq look like?
The action g of prolog in free requires that in the storage
states of current position and function exit point:

e Callee-saves registers s0 — s7, caller-saves registers
t3 —t9, ra, £p, sp should have the same values;

e The callers stack frame from current [sp] to stack bot-
tom B, should never be changed,

e The post heap should contain global variable £, a free
block list pointed by £, a stack, and other part reserved
from current heap. It must be guranteed that the re-
served heap assertion must be a pure heap assertion
which means it do nothing with (insensitive) registers.

Similarly, we need following abbreviation:

[r] = R(r) [r]" = R(r)
1l = HQL) @1 = H(@Q)
Rid(rs) £ Vr€rs,[r] =[]
Res(r,i) 2 [r) = [[£p] — ]
Hid(ls) £ Vvieis,[1]=[1]
Hch(p, q) £ XSS .pS — oS’
RIns(p) =2 VH,R,R .p(H,R)— p(H,R’)
NoP £ AS.True
NoG £ ASAS.True

Rid(rs) asserts the registers in the set r s have the same
value in two states. Res(z, ) asserts the value of r in the
post-state is restored from the stack frame. Hid(1s) asserts
all slots in 1s will not be changed. Hch(p,q) asserts if
the pre-state of heap satisfies p, then post-state satisfies g.
RIns(p) asserts p is a pure heap assertion. NoP and NoG
mean no requirements, no guarantees.

Therefore, gy of prolog in free can be specified as
following:

go = Rid({s0—s7,£3—1t9,ra,fp,sp})A
Hid({[sp] — B}) A Vp.RIns(p) — Heh(pon (0), an(P))

where the heap’s post assertion gy, is defined as:

ar(p) £ 3p.(SigH £ p) * (Good p) * (Stk B 0) * p

Until now, specification annotation in SCAP has been
explained. It is clear that all specifications of library rou-
tines are independent from higher-level application which
calls these routines.

4.3. The proof of malloc/free

After specification annotation, the code heap specifica-
tion ¥ has constructed. Well-formedness of every instruc-
tion sequence in the code heap must be proved, and af-
ter that the routines is certified. For the prolog sequence
(named C_free_prolog) of free routine, following theo-
rem should be proved:

Theorem 1. (WF _free_prolog)
C_free_prolog

U (p07 go) '_



Proof. It can be proved by applying inference rules of cor-
responding instruction c. While applying the rules, the
programmer needs to find the intermediate specification
(0',d’), which serves both as the postcondition for ¢, and
as the precondition for the remaining instruction sequence.
This finding job is not difficult because a instruction only
change (p, g) sligtly at most times. O

4.4. Linking with Certified Library

How can applications be linked with the certified library?
Obviously, programmers don’t want to rebuild the proof of
routines. In this subsection, a linked list copy program call-
ing malloc and free are certified to show the modularity of
SCAP. The pseudo code of copy program are given in fig-
ure 7. It clones a new linked list from the list pointed by
src, and releases the old list.

list* copy(list =src){

tgt=prev=NULL;

while (src<>NULL) {
p=malloc(2);
if(!p) return tgt;
p->data=src->data, p->next=src->next;
old=src, src=src->next, free(old);
if (!prev) {tgt=p, prev=p}
else{prev-—>next=p, prev=p}

}

return tgt;

}

Figure 7. Copy Program

The copy program uses the data structure of single
linked list (Slist), whose formalization is shown in fig-
ure 8. (Pair p x q) defines the node of linked
list, which is a memory block with size bigger than
four(unfortunately the library implementation details can’t
be hidden). (S1ist a p q) defines a list segment from p to
q representing the sequence a.

Pairpzq 2 XS.3¢,sH(p)=zAH(p+l) =q
AMBlk pq' s)ANs>4

emp Ap=gq

Jp'.(Pairpz p’) x (sSlist ap’ q)

Slistepgq
Slist (z-a)pgq

[1> >

Figure 8. Node and Slist

In order to using LINK rule, programmers must first
prove all instruction sequences in copy are well-formed.
It is similar as the proof of malloc/free, but still has some
differences, that is , the proving of function call must us-
ing rule CALL, which must use the prolog specification of
callee. After the copy code heap is certified, (1)the total
code heap include copy program and malloc/free can be

proved well-formed using LINK rules. Because the depth
of control stack at copy’s entry is 0, (2)the control stack is
well-formed according to rule WEST-0. From (1),(2), and
rule PROG, it is easy to prove that the program(copy linked
with malloc/free) is well-formed.

5. Related Work

The old CAP[12] system uses whole-program reasoning
to deal with function call, which sacrifices the advantages of
modular reasoning. The whole-program reasoning means
the library routines’ specification relying on the caller (such
as copy program), and the proof of routines must be rebuild
when linking. Therefore, it does not support modular certi-
fication. These disadvantages are unbearable for a CAP pro-
grammer, although CAP designed the library specs and their
well-formedness theorems to be templates which can be in-
stantiated according to the user programs. But in SCAP,
things are changed by adding g in specification structure
and maintaining stack invariants[4]. As we see in section
4, all routines are annotated and proved independently in
SCAP.

6. Conclusion and Future Work

We have encoded the SCAP abstract machine, the verifi-
cation framework, and its soundness proof in Coq. In order
to show that SCAP has practical significance in program
certification, we port a certified dynamic storage allocation
library from old CAP[12] to SCAP in three weeks. The
cost of semi-automatically certification is not very high, and
we think it is worthwhile especially for softwares of high-
assurance. Also we build a coq module for separation logic,
which makes proof compact and concise.

Future Work As we mention in 4.4, the implementation
details of library are not hidden, such as MBIk predicate
appears in Pair predicate. It means the rebuilding of proof
and re-annotation of copy program if library algorithm is
changed while the interface is the same. It is a bad news
for SCAP programmer. Therefore,we take the exploration
of real modularity as future work.
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