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Abstract The increasing scale and complexity of software makes the software safety and security critical.
Thus more and more research focuses on the development of high-assurance software. Since type system is
not expressive enough the existing research does not touch the verification of infrastructure codes. In this
paper a certified dynamic storage management library is built using Hoare-logic style reasoning at the
assembly level with the assistance of a theorem formalization and proof tool called Coq since Hoare logic is
more expressive. This work is a significant application of program verification technique. The experiment

shows that program verification can be applied in high-assurance software development.
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CodeHe C = I
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Registers  r = k€03
Nat  w f [ =i nat nums
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C HR ->fu C f
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when f€ dom C
) C HR C R r
jrr
when R r, € dom C
C HR I whenR r, #R r,
1 SCAP Coq beq r, o f 1 whem s -
C HR C f whenR r, =R r,
[’ C Next, H R I’
SCAP ® Hoare
Hoare ! . Hoare If c= Next. H R =
P S G addu r, r, r, HR r,-R r, +R r,
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Fig. 1 SCAP syntax and operational semantics.
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i MIPS
jal T3
bgez
MIPS 7.
Hoare
Assertion p q € State—>Prop
Action g € State— State—> Prop
CdSpec 6::= p g
CdHpSpec ¥::= [f—0
SCAP '
0
0.0 p g P
g
b
g
p. SCAP
well-formedness
8 .
1.2 SCAP Coq
Coq ° cic ®
Coq
SCAP. 2 SCAP Coq
R
rfile emptyR  consR
H heap
S rfile  heap
I iseq
seq J
C codeheap
P
world . Next,
wta next
|—> step .
Coq assert action codespec
0  codeheapty v .

Coq

Inductive rfile Set::=
[enptyR rfile
|consR rfile>reg—>nat—>rfile.
Definition heap Set::=addr—>hvopt.
Notation state::= heap X rfile % type.
Inductive iseq Set: .=
[seq iota—>iseq—>iseq
[ lab—iseq
[jal lab—las—>iseq
[ir reg—>iseq.
Inductive codeheap Set::=
|emptyCH codeheap
[consCH lab—>iseq— codeheap—codeheap.
Notation world: =
state X codeheap Xiseq % type.
Notation assert..= state—>Prop .
Notation action. .= atate—>state—>Prop .
Inductive codespec Type::=
cdspec assert—>action—>codespec.
Inductive codeheapty Type:.=
| emptyCT codeheapty
| consCT
lab—codespec—codeheapty—>codeheapty.
Inductive next iota—>state—>state—>Prop. .=
[ next_addu
V rd rs rt reg h heap rf rfile .
next addu rd rs rt
h rf
h updateR rf rd lookupR rf rs + lookupR rf rt

Inductive step world—>world—Prop: .=
| step_j
V [ lab h heap rf rfile ch codeheap is iseq .
lookupCH ch f is—>

step hrf chjf hrf chis
O
Fig. 2 Coq formalization of SCAP.
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2.1

. malloc
5
2.2 malloc
SCAP
2.1
SCAP Coq
SCAP MIPS
1
Table 1 Registers’ Alias
1
Alias Registers Notes
zero ro Always Zero
ag~—as ra—ry Argument
50~ 57 16~ 723 Callee Saves
I 730 Frame Pointer
V)T Uy ryTrs Return Value
ty~ Lo ryT s o Tas Caller Saves
sp r29 Stack Frame
ra r3 Return Address
malloc Coq 3 .
SCAP Peano
sw_
lw_ Coq
malloc Coq
C_malloc_
L_malloc_
T _malloc_.
malloc_ framesize
malloc 4 reqsize
ag pnil 0 prev p
S S
ret ptr Vg actsize
S2
sg nxt chunk _t size next

MIPS

malloc

Definition C_malloc_prolog iseq::= seq

subiu sp sp malloc_{ramesize  seq
sw sp malloc_framesize fp  seq
addin fp sp malloc_framesize  seq
sw_fp 1 sy seq
sw_fp2's;  seq
sw_{p 3 s,
j L_malloc_init
Definition C_malloc_init iseq::= seq
addiu actsize regsize header_size  seq
addiu prev zero pnil  seq
lw p zero flist  seq
addiu retptr zero pnil
j L_malloc_init
Definition C_malloc_comp iseq: := seq
lwtypsz seq
addiu t; actsize header_size  seq
subu t; to t;  seq
bgtz t; L_malloc_split  seq
subu t; actize t,  seq
bgtz t; L_malloc_next  seq
Iw to p nxt  seq
bgtz prev L_malloc_lprv  seq
sw zero flist t,
j L_malloc_retptr
Definition C_malloc_iter iseq::= seq
bgtz p L_malloc_comp
j L_malloc_epilog .
Definition C_malloc_retptr iseq::= seq
addiu retptr p header_size
j L_malloc_epilog .
Definition C_malloc_split iseq: .= seq
subu t to actsize  seq
swpsztly seq
adduppty seq
SW p sz actsize
j L_malloc_retptr
Definition C_malloc_lprv iseq::= seq
addu prev p zero  seq
Iw p p nxt
j L_malloc_iter
Definition C_malloc_lprv iseq::= seq
sw prev nxt t,
j L_malloc_retptr .
Definition C_malloc_epilog iseq: := seq
lw_s; [p 3 seq
lw_s; fp 2 seq
lw_sy fp 1 seq
lwipfp0 seq

Fig. 3

addiu sp sp malloc_{ramesize jr ra

Coq

3 malloc

Coq formalization of malloc instructions.
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2.3

P g
p g. malloc prolog
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3 ra 70
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flist
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malloc

B O

malloc

AR fp >R sp N

R ra #0ANR fp <BANR a, >0.

separation logic

*
flist
SigH p v p~>v SigH p v
b
v Stk pgo p
p—1 qt1l~>_ _ _ Stk p q
p~qtl 4
MBIk p q s
P — 2 next q size s
next size chunk_t
MBlkLst n +1 pq n+1
Y2 next q

11

q=0

Good hd

MBlk pgs o P2Ns>2N p=2~>q % p—les
p pts—3~>_

*

Definition P_malloc_prolog assert: .=
fun s state=>
getValinR s sp<getValinR s fp A getValinR s sp>4 A\
O
Definition G_malloc_prolog action::=
fun s s’ state=
getValinR s'sp=getValinR s sp A
Notation T_malloc_prolog: :=

cdspec P_malloc_prolog G_malloc_prolog .

Fig. 5 Specification of malloc prolog.
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2.4

SCAP
malloc  prolog
C_malloc _prolog '2
8, prolog init
JUMP prolog
12 init
T _malloc_init . prolog

MBIkLst 0 pg £ empN\ p=gq
MBlkLst n+1 pq o 3Ap'. MBlkp+2 p % MblkLst n p’ q¢ N
p<p'NVp'=0
Good hd £ dn. MBIkLst n hd 0
Fig. 4 Free block list formalization in separation logic.
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L_malloc_init init passing style
psi_malloc_ Coq PCC
Notation psi_malloc _prolog := CPS
consCT L_malloc_init T _malloc_init emptyCT . CPS
prolog .
5
1. psi—malloc_prolog T_malloc_prolog + CAP Coq
C_malloc_prolog . CAP
prolog
CMD
. CAP
CMD p g
p g CMD
2.3 P g
. g
P g
malloc
CAP  malloc
Coq
4
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Research Background

Since types are not expressive enough to encode rich program properties the existing type-based approach of program verification
can' t touch the safety and security of infrastructure software. Substituting types with logic predicates can improve the power of
languages just as SCAP does. In this paper a dynamic storage management library is built in SCAP. The library is verified by
constructing proof of program satisfying its logic specification. Since SCAP is a sound language it is guaranteed that the library
routines can be executed as expected. SCAP language library and the proof are all encoded in Coq. Our work is supported by the

National Natural Science Foundation of China 60473068 60673126 and Intel China Research Center Beijing .
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