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Abstract  Proof-carrying code brings two grand challenges to the research field of programming
languages. One is to study the technology of certifying compilation. The other is to seek more
expressive program logics or type systems to specify or reason about the properties of high-level or
low-level programs. And safety is an important issue among the properties of high-assurance
software. The verification method for software to meet its safety policies is one of the hot researches.
In terms of the framework to design and verification of safety programs, and the pointer logic proof
system, this paper introduces the research on the formal description of target machine, the formal
certifying framework for assembly programs and property proof of assembly pointer programs. The
main characteristics of the design and implementation are as follows: first, the design of the certifying
framework is based on program verification method of Hoare style; second, program property related
with pointers is proved using a pointer logic which is similar to the counterpart in the level of source
language; and finally, a simple type system is designed to fulfill type checking on pointers. Moreover,
this work has been formalized in the proof assistant Coq and all code is available on the website of the

authors’ laboratory.
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Bifl 5 ] 5 RN A 2 X5 R 1 B AR AR B H 2R G K
O A 1 R AT A M T S A Ok R R, L rp e 4
P (R 45 7] 58 42 4 1 R0 0 25 2 4 M) J2 DR T Y HE A
A] 5 MR FR IS 1T B AR TR fE R L 9k 1Y) fg
T35 TR 25 22 A M 2 48 RO 22 48 0 BE AN A R 4R it
PR e st T M L B SR R R BE . AR ST
L e FEEE T EL L2 HEWNEBREER
TR B B T AR M B TR AR R A

PR R A H bR R BT A R T R R T AR
JPAE AT BB Kk B 5l AE AR T 2 47 B 4 A b 4 AR
IR UEFR P AN 25 5 80O o] T /9 3R 4247 8. T 402
LTI TR R W g, — N 2R
i 4 ) B R AR FE Al I b R0 i 2 e A R I T
TR P M IR B 7 ik R A ST R 2 —.

T 10 430k, A2 PR IR B IR 5T 408 T AR K
KB VP23 3 W 1A ] R, o ok JEL i 32 2ok
FHBE T 28 A0 Yy sl 58 732 58 1 O TR B v G0 R
ol ARGOE TR 7 M B A B S A Oy vk p ik
RIAE9E A 25 B AL D 4 i F (typed assembly
language) " FIZK #I 410 1k (type refinement)!?); & T
W7 2 0 A 9 5 UE W A AR RS (proof-
carrying code, PCC)"! il FPCC(foundational proof-
carrying code) HEAE . I T2 A 5 1k 1T LU SZ BL:
WM T2 A HREARIR I 2, EARKMER
Giat TR W TR BN LIS ERIA 6 158 . (H
= — MR U A FHZ 7 R AN AR B B 58 R R T T A IR
WL 2R RS e IE I T T H. BT
PR 5 v AT AR R B B A AR T — sk 2
GRX R IERIEIE. — RS G B AR Tk
WF5E R Xi W) R FH 257 & 4¢ (applied type system,
ATS) I HY AT 2K R 4 682 PR AE A
KRG MKEE ATS 5 Hoare 2 %8 09 45 L P, U
ATS He4ihh Hoare #2458, T A AFER T R 48 [ 4%
Il Hoare 248 1Y #EHE. 53 5k, Shao 58 A\ FE 485 447 ik
HITC g J F2 CAP (certified assembly programming)™®
GuiHrh T —FE g W FPCC, IF B
— PR H] Hoare XUHS | ] 51T 3 R I 09 71 4 40 A 45
B 5611 AE 42

3BT 24 10T SR AR M IR BH R FH 2R Ty
R B T kAR 25 A O AT DL SRR B A O R K
Ab. T ATS MBI R Ge 3 T8 4%, LB @ 27 5
MELLEYR ; CAP 7 W B 5 2Ry T B2
g 7 T TR AN S T R ABF &

R, FRATTE B R — A R A BT R 45 &
— AN E Bl 12 5 4 AR S0 Dy R IE B R i
AW IR L AT R 2 A R B G B R R P

o & A MR B AT DLAE — ot i) 2 A RN G PR AE 42 R F
P TERMESL R ATk B2 C i F PointerC
G A S AR B R R IEE S S T — 4
FLIE BA 4 125 45 0 S 80 s O HO S T 2R A e A RN A
B A A HE A A A L I M ELUE BT Y G 5 e A A U
TP R0 B 338 BT 4 R e 45 BRI 7 ) ) o
T T TG 2RI T A F B 0 928 ARV g AR O A A RO
JEHUE B 7R S ih T — 9 R ik B R 4 #F (proof
checker) FIJ FH A RS By #5415 (19 UE B 2F 47 A0 15 3l 2 0
B RS 56 T S 1 7 L AR 6 UE AT OB S L IR 2k
Az A | E BEIE W] 2% AF HE B B S AR 09 3 R 2 il
(trusted computing base, TCB) , LR & 45/N R G )
TCB. [H 177 B A Fat 128 HE 42 fe ZAR M T30 4 72 )7 JE 5
GO UFHE SR R ORAIE 77 AR I e B P Il R I dRiE S —
PR ARG

ASCHE A AT T I G B G TR HE
BT Intel x86 1K R 454 (1 HARHLEFBIAY , R
HI Hoare XU IR 7 50 3E 7 =X, ZAE 2R Q5 0 5
DS UEN == s W/ W B 5 U 11| S T S E W N
ARICEEAN B — N gk F R 2R RS, ERIE
i O R R T AN AR S R A S L 8O0 B & 4
TC A7 i 1) U7 ) 7 5 45 38 43 P 45 B T e g A T
BUAE.

1 FHiEsER

I F & R AT, 7E PointerC i Xf #5412 5
HEAT T BRI 48 £ AL A AE 8 AR A TR A AU
FHAF LU B A HUH 1) % 52 55 32 B30 DA SR Ol R B 2
B AR BT AR RO HE 328 57 45 B 2K 11 7 PointerC
2 0P B IE BH O T8 5 SR FH 28 78 Oy 0k 032 6 07 9
5177 —J7 i, PointerC 2 B8 W) {5 FH B Jin 2%
PR R IR AE , DIR853 288 R 40 1 1) BB T AN
B e 45 5y — 7 T O 0] 8 58 ikt 1 2 B n %
PR AS R, DUBRIE R P 38 17 IR 25 3l AR &
LW FRAT R PointerC i1 T — Fh 48 4112 4511,
‘B Hoare % 55 (9 — Fh 1 i , A 5T I 2 — kg ff 5
EEor M T H. & ml R AT ) e 8 R 7 45 A 4
MR B, X UefF B AL HG 48 £ 2 & o NULL $54F .
BISIRAN IR A B B CH R X 2 5 4 915
B U RS AR Z M2 HENEE. XEFER
AT DL FH R IE B 46 R e 2 5 T R AT S s TR AN D] 4 B
INE A SR A S RS KA.

FRATTBE T 1 3 L IE BH 4 13 23 76 2 D7 5 8 B
SE IR R RINE I A0 B R TG A W A R B0 R A
A A R R R AR A= s T B 58 BRI IE 2% 2R B TE A
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SR G BT 2 B2 Ty 36 iE AE 22, A B4 47 W 75 R0 IE B
I Gt BT

R T BRI R A g R ) R Ak R M B E
B, T E B Hoare #2485 H T UL FIE 5 2 F
P 7 e - B 4 ] Hoare 1848 2 S & A F1iE
SR G E SUHE T T ERAE T SC I J5 UE B PR SCXF
PR R, ABE YR BIT AR E L.

D e Wi s sl B R IRE S KRR
BB R A FERE L RN B

2) FE X Hoare # #1454 A = (well-formed
formula) , HEX K (P} S {Q}, Hh P F1Q Hir
.S BEITE;

3) e Ja g L — 2 I X R A A A S5 Ak
SR A (5] B0 18 v 45 R A AN ] A A 2R 00 3] o
IRMEA IR (QLa<e]} z=e (Q).

XA — NMIEH RS, BN ZE S A H
W S, ] IR B R 1) R

FE SCERVETE SR 2 e LA RS AR5
TE SRR A5 R 1 45 R A B AR O S, BT R R
B A6 pR BN T IE B S BRSO R U] SE Ak,
SEIE B N B S T A A B A B R A
B G G0 XoF VR AR 2 B AR 2 i B A A A 0 R QLa<
e JHPREB FPAT 2 = e, HEEFRRE—EWHE Q.

F T 36 UE R I 06 1 5T O AN e R B2 R 4
KRk, AT g F2 )7 o uEHE JE vh i 48 T SCAP
(stack-based CAP) 77 .. B 2L 418 7 M A H
Hoare XUk (8 72 7 361 7 1k o I & 4854 3IE BH A9 A8 65
BYAE FAHEZL. B F R B R X —Fh (8 — A~ R 5D HLER
A HAE 15 U R L FRATTHS Hoare 3% 58 75 vk HL
B Bz LA ) EAETE X b, (5 S MR
kA 2 X

@O Wi F DL RE RN S50 2 LIRS
P T 4 I 5

@ BE Al i) e SR 02 T A n B AR TS SCL T
A4 Hoare 3% B A 2 BIRAE 5L F 15 A0 #k ;

@ AT HE Pk UE R X A R F e 4 RE % s AT
[ — P U 44 30E B

SRR, FRATTHE I G A B R AE 4 2 I T
—> Intel x86 H b HLAFEAY, & 4045 Wr 5 5
A A I HEBLELI AT FE VIR, P B ARHLAY
W TSR P 0 DL SAs 2 RS S, &
TZHE SR IR LA 5 T 5 55 I R i AR AR e 0l 2 1 %
AR A2 2 DL R B0 RE) B T 2 e TEAE 4
RZEHER R G, ] SRR IEARIE T &0 10 IE B R2E 7
Al DA — B2 AT, N 431 2T 1 A A

2 BRENsEgEL

£ FPCC B uEAE 4L i AL A% 48 2 9 A 18 SR
TG (meta-logio) JE Ak, 55 41, 187 2 1 R 498 F 2k
YR G0 VA B AT Y AT & M IR B 8 =C b o A T
Brpl AT TR ) o R DL K B AR L AR AR B
TM(target machine) fJTE A - 18 L ATRAVETE .

F AT R H CiC 7 B (calculus of inductive
constructions) " E K JT 2 B, CiC 24 3 3 8. (the
calculus of constructions) X FFIFH N E X W — NP
Ji&. it Curry-Howard [A] ¥, #4) 3& 1 8 55 X W 3
Church = B if ia) 322 5. A SCHE (930 g B2 5 560 TIF HE
2l T S RE CiC ) Coq JiEBA 4 B T B S2 8, B
AT LA Bk

B 125 T HARPLASEER TM vk e L. —
AT P i — MU HE C R IR S B 24 R $hAT
M PREL f de A8 T A AR HE C 2R84 f 3
PRELACAS W AR o G R EIRRY F R AR L B4R
BT R o 5

(Program) P:.=(C,S, (f,D)

(CodeHeap) i={f—>F}~

(Functions) ={l=I}

={l—>z}"

C

F
(State) Sii=WM, R)

(Memory) M

R

(RegFile) ={roah {2 s for)
(Integers) f.l.zii=-+| =3 | —2 | =110 1]2]3][:

(Registers) ::=ecax|ebx|ecx|edx|esi|edi| ebp|esp

~

(InstrBlocks) Iii=c; I | jmpl | ret | jel.l,| jgel.l,
lig L0, | call folwed]
(Commands) cii=addr r,, rq| subr ry, rq| push r,

[movld (), 74| pop ral *

Fig. 1 Syntax of the target machine.

K1 BbrbLas ik

1 TM b AR5 0 8 AN 2, R % B 45
A M hk WA A i A HR A HUbRS B . BT LLRRF
=R R DAY TRF IR pe. TACRS HE
) PR 2 22 A T4 — 2H 48 4 S B ek BOR A7 5 B
LS.

PR S & NAE M FUEF A7 4% SCIF R W &R
gy, R JE A7 45 BB A S, Horp = f R s f
S TAE bR &AL B FR IR AT AF . M & b kb 3 H i
A TR BSCAE 1) #8434 435 ke AR B8 i HE P 2.
F malloc M free B 7 AL 15 2 FE A 22 4 0% W& 1Y) T
FE SCRREL 10 malloc A — ¥k 8 HER g B2 f 2
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JIT 43 TE 25 8] [m] o 2R A ik 2 1) CRL 936 A0 A IXORn AR X 46
TCAT Ao 5 & H A TM op B8 HE A AR XA 25
HAZ.

A A ey = A T LUE L 8 A B DLUFE i 7%
FPa 445 . X LY 45 A PR B ga 18 b AR A= il K
AW Ky B A e, PR F 5 i . X B 30 T Intel
x86 H i 48 4 e 2 LMY 7R E& 741,
L8 A I AR A DX 2 A T B R L 5
G AE TM e A (1 R RR P 11508, TR L 5 1 e B
T84 F call $§AEBIE N T —AFr5 BN, call £,
H) Lo R 3R FT L HE.

TM $84 0y EAEE e XK 2 frn, By e
— 2 AT B Xk b /N 2 B (small-step
transition) 6 & P >P'. & 2 2B 154
PEAVEE X, o B sR B Nexr. ( _ ) & X T F 45
A 1T RIE .

‘I[ I= ‘Then (C,(M,R).(f,D) > ‘
jmp [ (C,(M,R),(f,C(H)
jg L1, (C, (MR, (f,C(H (UL, If R(zf)=0 and R(s/)=0;

(Cs(MLR),(f,C(NHD)) T R(zH=1 and R(s/H=1.
(C,(M{R(esp) —4 > f.R(esp) —8 > Ly} »

Riesp > R(esp) —8}), (f1,C(f1) Ueniry)))
If [, € dom(C(f)) and f;7#main
ret (C,(M,R{esp > R(esp) +8}) s ( fret s CCfrer) (Lret) )
If [,a=M(R(esp)) s fra=M(R(esp)+4) , free €Edom(CO)
Lt € dom(C(f)) and f7# main
(C.(M,R),(main,ret)) If f =main

call f14lrer

;1 (C,Next.(M,R),(f, 1)

where

If c= Then Next.,(M,R)= ‘
addr 7,7y (M,R{ry > R(ry)+R(r)})

subr 7,7y (M.R{ryt> R(r,)—R(r)})
movld =(r,), |(M,R{r,t> M (R(rp)+=2)})

ra If R(r,)+z€ dom(M)
push 7, (M{R(esp)—4 > R(r,)} ,R{esp > R(esp)—4 })
Fig. 2 Part of the operational semantics of the target

machine.

K2 A brbLas i AR TR L GRA)

3 CHRBEFBIEEZS

TEER 2 95 A AR LA L 0 SCRY R AR L A5 4y
BIAT T 5T Hoare KUK AL 4 72 /5 56 3IF
HEZL. ZAER R RIS 5T A A
S AL A ] FE R £E HARPLAY TM _LX &
PEAT Hoare KUK (Y #E 21, B2 5 51 1 S BT &5 5
MG AU HE CRE ) EAT AR v L AR5 1l 5 3

) R D 38 47 R Y OB P (well-formedness) B9 %
FRAEH].

D WS 5MEES. WSiEs aEmHoE
.o E 3 fr s, W s 28 AL State > State —>
Prop, BRI & & DA P AR S S 2 5008 6. 11140
S22 eR ) ) 1 DR 2SR 2 AR AR 18 R R
LIRS T 3R 35 R BIGR [0 B A 2 8000 8 22 TA) 1) B
F L ALE T RN AR T A — SR % L. 9 4n #E —
A PRBGE AT S SR/ 2 i s O A Y AR (8] b bk R
AN Bl S ) 5 b hE R A . A Bl
105K B NS WA #E SE. Jo2 P i Prop 7RIt
WA W — DR X R R T T E A [R] 1 2
iz s uEAE L Re o ] T AR G

(CdHpSpecCntxt) Wwii={f—>[—>a}"

(FunSpecCntxt) Iii={ f—>10b}"*
(Assertion) p.q € State — State — Prop

(CmdSpec) a::=p

(FunSpec) b::=(p,q)

Fig. 3 Syntax of the assertion and specification.

P 3 I R 9 3k

PRI 1 p H g 23 36 B PR BRI I 2% 1
T8 PHE R ZAT AT oo WA W TS 2608 X2
PR S AT LA i 0 98 4 R B9 BT 2% 1 e AT 4 B (—
AR B 5 W% 2 TR B R A S BRI BT
5.

o7 FH BT 75 45 ML 75 X A e e 45 4 B
PRBCIEAT AR i S B SE SCAUHE HE R YE PR G W 01 R B0
WIS, T — A R0 2 RS A S TR 45 3
BRECAY AL AT DG L 3 [) I 13 55 5 A o 0 ML

2) AL EARB B Hoare 2 45 0
O R — B W7 O R AR B L ek B Y LB
SR N F=3 N N WA VR e WA B2 NS SR 4 2 N
A Rk B A AR M F 5 U e N 4 R, T
T fof JH 3 4 5 2020 2R S BRI
(Well-formed InstrBlock)
(Well-formed FuncBody)

w(f); SH{atl

w(f); SHEC(f) « w(f)
Y(f)s S CUf)
v; SHC: 3

v; SH{a} P

(Well-formed Function)

(Well-formed CodeHeap)

(Well-formed Program)

Fig. 4 Well-formed formulas.
B4 ALK

3) HEHLHL. 5 4y H T A B R — A4
BT (C,S, (f.D)RAW I PROG) AU £
UL S, HERHEE C 24 HH .o
FEMFPRE S FAHEIEH T RATE 4.
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¥; SH{a} P (Well-formed Program)
¥; SHC: SYS. aSeS¥(f);SH{a)l

¥ SH(a)(C.5. (/1) (PROG)
v; SHC: 3 (Well-formed CodeHeap)
V/€dom(Z), ¥:.SH{S(HICH (CDHP)

Vs SH{f=>C(H}:A >0}
Y(f); SH{(p. ¢} C(f) (Well-formed Function)
U SHCCHsT (pragr)=2Cf) ao=w(f) (entry)
V' S. psSS—>aoSS I=C(f) (exit) A EndWithRet(I)
V(s SH (gD CONH )

(FUNC)
W(f); SHC(f) : w(f) (Well-formed FuncBody)
v(H;S{atl
TSk 11 (1 a) (FBLIO
W(f); 3 H{a)l (Well-formed InstrBlock)
v 3 H{a'} ]
VSy.S. aSS—>a’S, Next.(S)
w(f); S Hlaje;l (SEQ)
W(H(1)=a" V¥Sy.S.aSyS—>a'SyS (IMP)

v(f);S Hlaljmp 1
£ % main S(f) = (p'.¢) T(HU) =d
V S0.S.aSyS > p'S"S”
vV S,.S.S".aS,S —~ q/S”S/ —a'S, S’
V(s S = lay call [/l
Hip S= (M,R) S" = (M{R(esp) > f,R(esp) —4 >l} s
R{esp F=R(esp) —8})

(CALL)
(p@=3(f) fF#main ¥Sy,S.aS;S—>¢SyS’
VSo.S. aSyS—>(¥Ym. m=S,. R(esp)—>
So. M(m)=S. M(m)) N Sy. R(esp) =S. R(esp)
A So. R(Cebp) =S. R(ebp)) (RET)

V(f);3 H{a} ret
Hrp S=(M.R) S"=(M,R{esp =>S. R(esp)+8})

Fig. 5 Part of the inference rules.

FS BRI GRR 43

M FBLK J2& 48 4 — > R AU 4> 48 2 B e
F 2UH W32 ok K5I A7 4 4 BRAR) B 1Y eR B A 2 55X
. BN FUNC 28 25 ok B0 = 5 380+ BRI 87
FALIR PR RO T BRI B S R HLE HRLL ret 45
45 Wi R O B AU CRRAEU 1 RUIR 6 2 e
O W7 A ER AR B ret 354 FLIW A T 4R . [
BRI CDHP 248 35 F AR 3 1) B 4> i BOR &
A A M2 5 U

A AR S HRIE TR 2 WS o BPIRETT AT
RO IR L 2R M TS o0 TLIEWE a AR
BFPAT ¢ E B IRSREEEWT = o 2L 1T H o
flifF 1 a8 A o] 26 HE 2B (SEQ M
). SEQ LI Y Rij £ 68 1 T #2415 LR Neat,
C_ ) X R A R A B i SO T 48R 15 S
Mg Hoare 2 S ARFE I N ACHe. — 4> EHEBREE 25
AR B MP HLND ALY S FTW S o 265 Bhfe
LR 4 RO IO (9 07 35 " A B2 0 43 S 4 4 1
M ZE AL TMP R A i ——F1 L L BT U
BEUEI — A4 B RIE A 5 B0 AR B A R
I .45 i IE A A T A

CALL 1 RET X Wi 2580 /2 it 7 Intel x86 #1
s b pR VRSO ] AR ] 22 (8] B 29 5E . ) a0 RET A )
(R BT B2 SR AEAS bR B AT o AR b L BR T 2 Y B
0 SR MR 8 Al 1 5 B A B 8, O B IS B e )
PR AR AE Y b — 3 2l 1 53 bk TR (R bk A B
.

4) APEEMOE L. E T N 2 5 L EEIE
TS S A B U X TM 454 o SRy AT SE M DL
1 BERIUERIER T A LITE BirLAE b — o %
AT,

T 1. A 5EPE (soundness). R ¥; S H{a}
P RASHAT A A SR80 n fETERR Y P/ 4% P >
PR, O 3 ey PRSP oAl L
—HZEPAT. TM #AEE SN 2038 X
R T 18 7 1Y J5 ¥ (syntactic approach)M® §iF B
120 BT E U B A0 WA | 3L

138 1. Ai#EE (progress). WHE ¥; 3 H{a}
PR 4AF7E P AfifG P > P'.

S| I8 2. {£354 (preservation). YR ¥y S —{a}
P 3 BAF1E P’ (45 P 1> P IR ATEAE ol W
S H{a'y P

AT REPEUE B B 2 i BUE W 4 B T H Coq
58 1 IF BLZEIZAE B2 B 3fe pR 25050 43 1E 6 1 04 TIE W]
WE L. S50 B RN T I g FE 7 4
WEAE 4L 17 3l B 2R O S rY k.

4 CHESHHEE

= 5 A B G 45 ¥ (shared mutable data
structure) b5 18 £ #R A CAnEE 28 W45 I 19 2
VR 2 U6 E B — D ME AL B8 2§ (separation
logio) '™ 1* 3@ 8 % Hoare 3% #5 ) 41 J& K UE B JiK 2 1%
Tt B 3 Ao e S5 {EL = 53 29 92 A O 1 BE P IR 38 3 490 HiE
ARy B A A RS . Reynolds £ Hy —Fioks ) I8 5
(precise assertion) 3 f# g 3X — [A) /5, {H 2 % H —Fh
TR I 7 R I W — T R ARG

I, 7E IR 18 5 90, F AT Hoare 32 %5
HE PointerC ¥t T 48 £ & ok 3 UE 45 51 B2 ¥ 19
Ak, FR B2 B AT DU IR 8 5 50 UE B R P IR
T BT SR A PR BT T R =S 48 BT A A A7 1M R S
LA, EAR RO E b TR T
R NH ] J5 R R Y sl R EFRF R XS B
WG EE A NULL f5 4 B %5 48 5 ik 2 A 3t
BECHAR 1 0 A6 51 1945 B DL L&A RUE £ 2 )
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JE AR AT 045 B CFE HE B 0] b A7 2048 £ Fn NULL
FREFSEG A T A v =) . X 26 {5 B n] LA
TIE I8 B R 7 2 75 0l R A O AR 00 B B A A
SCHERME A G S A 2

2 JER Wt T RTIE BH 04 B ) R T g 15 S R
AR BB AR 48 5 R Y SR 5 K TR
W Y As B2 B W R UE BH R 2 A A9 e AR
HZEWEMENEES S 2. fEILHES L3R
BT T 5 S MR B 48 5 &2 8 H DUAE I S i
B W IFFX A R AR R UE . BR TR R X
BRI GiE 5 fe it 2 RS 5 HIEH 2 E N
XA R  FEALLT 3 8

L) 2 BRI ER I A A8 B 32 5 AR 1 ) A0 L
A 2R R g, 2RI R 5 H OG0 F8 5
() AL T 46 B2 B R A OCHE BT Y — LB R B
AR EATE IR — .

2) PointerC Wt {15 /1) 1 K J0) & Jonn 48 2 sk mT 4
R G v 5 R LA A B FL U A A R ORI s S
FEA B — S TR 38 i 20

3) PointerC ¥ F AR [\ 5 477 59 #1000 75 22 i JC
it T JLAHE 2 AL R A .

HAENA DX R, 75 S F 9, 8 28
R ZR 48] LU W — A 1 A 2 75 90 M A AT R AR, AR
ICHG, B IE — J5 48 2 R W AR i i E 7 %
BTt — A1) A 2 Y ZR 4, O ] 28 20 Wy 5 R il ik

AT S I 2R AL FRATAE R P L op B — A A
IREE T I 45 40 28 B 45 0 19 RN (5 R0 18 /N T Bl
1E 2 H 3 2 [8] 9 37 0] 8 55 ) Ko IR 2 i A% 1 ik A7 7%
Tt s i ST 5 48 10 A AE 2% AT 30 i SR A7 8L
P SR SCRE , AR A Y IR I IS AR T 5 AT LA K
MATTE A S TR A AR, XM M R E It
BT B PR T I X AN A 4.

VR 5 P —FF QR R a0 1 Wy — k46 4
R AEEH AR IR 4T B AT 4R B 2 AR 2 A AR T
SUBY IR ov ok F W 48 B R AR 2 B Ak B AL IR
PEAEE 2 A N T 3T — AR ARy I, v FI 2R
BT 5 o I 12 D 56 ik 2 U

KT 2) X FEE &R, F 22 M IE 4 iE 5 By
FEHE 4. bR T R E0H F 15 7] AL 45 malloe Fl free, H
M RET | 48 515 B A 4 2846 1) 32 % & movl, pushl
EARA EML BB AR B AT A RAE 48 2. IC g P48 5 2
A DG X B4R A B RN [R] RO T R B2 A A R
{ELAR U JLAF-— B T3 4 0 0] e i) A8 o 7 s R
B84 b o] DL B0 A% Mo hk (P9 A7 bk | 25 A7 4 L T A7
AR HESE) B AT, i L g R 7 AN A B 22 v a)
FEAR T D 210 1) 4 T B B LU R R AR 2

fan, X F movl g, p #8584 . p Flq RIS |
(B ASFH S5 B A3 08 £ B L 0 218 5 R B 00 HE
T

L(p)=Ptrt.(q) =Ptrtp.eq'=  q.eq!= s

pl = qno_leak(p) II' = (II—{q.eq})]p U {q.eq/p U {p}}
{(II' N ATy movl g, p{I' N &\p A I} ’

TZ RN B A VR ORI U T AR
AW T R FI Wiz FE A = 15 48 B A ) — > 2
(I JE2E AW ). pushl 98 4 23X Rl 0, 1 H.
pushl #4E J5 &4 T A1 v IR TES £ esp R i
[) % A28 A2 A5 1% F5 AT T R B U R D M bk R . AR 8
PointerC (14 {5 A1 W) Sfe 185 365 5 3K 2647 10 19 1 01 2
BT .

FERE 3) XA ZR . R ERR FH 8 ) i 58 L7
SO S A7 A W T4 4 Ty 51 Rk 8148 4 7 8. 8
J¥ 5 5E WS B0 R LR (0] Ml bk PR | 3 hE R AR L i
FER RO S 1 =0 a7 T s S = il 1 B
PointerC 45 £13% 8 H & %I 15 A B0 00 7 (K 98 1 45
BT B AR A2 53 i 208 1 e 91 AR 18] 7y 4 1Y) 4% 2% 4
A BN, R BRI 3 AR

pushl Yebp [ x ¥438 F & St ik 08 58 B A% b « /

movl Yoesp, Yoebp | x B AR bR EL Y I M hE 48

Bt x|

subl $ N, Yesp [ = /3B R AR 25 (8] Nl o
o/

FES 2 SRAR AR T B esp Fom MHR EF A
SR ebp Fon. TR 3 4484 5 W B4R £
TSR FRAR BB b HE A B IR AT R AL NI R
X B8 5 A BE AR R A R

U TET A 28 1 I 4 46 T 32 0 1% $E 3R 0] i I
Y FET IO UEHESL 2 [ 36 0 3 26 4 £ 32 58 RN J5
B HE LA R A Bl G X482 Mg T .

U(f); = T {a,) cla,},
Hrh D RE MR o, = (TANAL) A o), 0 F1 v
JEPRE WS LD RIAINI T o, SR A TR R
a,= I ANNNANTD A a),. W BiEEER, A
25 AR A R R RE M RN X F A 5UFE 4 B SEQ
B B T8 3 T BER AL B T N Y H I, v R T,
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FFRERZHENE S c ZJFRF ST VT,
I B m LU A )5 224 2 Pk & 20 AT DL o5 d
SR U, 2Rl T LA B A )2 Ik R T AR
Ao 2 SRR I G G H At T 5 #0 LUIR S A
SRR T, VAT ANTR B &R 1T v 2D
DR 5 A&, 0. G0 s P8 £F i 2880 i R 75 25l
SR HRME. 5540, BUR S AR i 51 S 11, v il
I (7R 4k B 2 (R BL7E 5 41 32 45 0 00 o

S AR TEDT R 1 4 R T 50 T A AR 0 T SR TR
FEE W2 B 2, B AR UE T I g G Fs B e A 0] X
(G TIES

TETE 2. FEEFZ 4R T AL FR AR E AL X TM
(45 A 18 S AT 5.

T G S F8 T 32 0 4 TR D) A R T R A
SCHRABEH Y - B BIIE W R Hoare 32 48 0] 5 1 (41 W]
R — B E TR © 4 AE Coq H5E . 1E L
SCik[20].

5 LWHER

bfiE PointerC i H Uk B % 3 a4 19 A B T & 58
0] LG I AR BGUE B I R T AN S . ARy 2
I 2838 43 S B 45 L L 38 I X S 8Os T LA SRR A
UE BT CRL A5 3 73 N T 38 B 58 W IR B 1 K08 L A9 fig
% 19 2l 5 B A UE A BT o SR B OIS Y LA DL K 15
CELF8 56 UE 2% 40 25 BCRITIE B A= 80 Bsf [a] 1 E BH 4G 25 fisf
B8] {9 X EE.

1 BT A I g S e B 2 4]
T 45 PR BE %30 8 (reversal) | FLBE &1 5 3 A
(insert) | B %% & 4= 1% (createlist) 1 = X Fif i i
Ji (preorder). B 2K B 3256 & 8 £ 4 2GHz B9
Intel FE4% b 3 4% 1GB A7 I TH AL WA Ry
2.6 () Linux MHAE RS, 001 R UE B K /NF8
CGRARHS /NI 25 AT 70 %0 (W E B AT LA B
FE A UE B RS A I (R 5 4 3 s [R) A e T DL ZOBS R T

Table 1 The Experimental Results for Part of Our Test Cases
F 1 OERSY MK BB L I8 B R

Test Program Reversal Insert CreateList Preorder

Source Code Size (B) 734 653 504 431
Assembly Code Size (B) 1459 1688 1597 1097
Total Proof Size (KB) 37.1 41. 4 39.3 28.2
Auto-Generated Proof Size (KB) ~ 26. 4 34.3 27.5 22.1
Percent of Ttotal Proof (%) 71 83 70 78

Compilation Time (ms) 1186 7402 10710 1870
Checking Time (ms) 20 22 21 13

6 FEXIIE

A SCHR I g 72 )7 N IEAE 42 5 Shao 4%
NHE ) SCAP A5 3 & fifi ] Hoare XA 1 72 5 560
WET7 ok & 485+ ik B 0 AC A % 38 FHAE 22, A Rl 2
SEAEFRATE 0 BARHLEF TM 2 £ X Intel x86
RO HARMLAS BT Y L B2 SCBR LA . 5 IR R AR B
SR AR A AL AL T — b B 2 A e R T A5 R L TR
TM H3RATTR FH A B 0 8] 73 v 0 55 1 3 B L G
KM R AR A HRE T S U 45 R L i SCAP 45 1%
A FM IR SN TE S TS . i oh, Al 13%
M8 Intel x86 f& R 45 & L T call Fil ret $§ 4, 1M
SCAP Z§ i it iy jal #5438 H T 2 Fh 5L PR LR 19
oR £ H H O =K

T30 AT 58 AE 42 Py 3 SR B X
A B TR 156 AT R PR 90 )2 Uk 09 A RS M i
T, G 2 DL pR BRS04 T R T B IE X X F
SCAP fifi FHHL 7 o X b 2 — 21 5 4 He 4l il — 1> pR %R
(8 75 A8 FH RS 1 I =2 D7 3k 4 L9 1) A iy o [
e, G IERATHE W E 5 MEHE TS5 SCAP
EANTA]L X — AN PR BOR UL A TSR B — )
SR SRS G, 0 S 220 2 W 5 nT e
[ AT AR T A5 IR S 0 A G, X 9% ok Bl /9
AEA] — SR UG, W 5 A W R R s X AS. S, g AN
AS,. S.qCHrp S LS, AR A B AR B AR
.S FTRZAEAMIRE). AS. S,. g #H2Y TF iz A F
SO AR T BB L SCAP i AS. S,. g st
KBRS Hb A — 2 F A e 2 il — A~ R Bk % R T
CPS(continuation passing style) XU#&. T 7E F AT Y
T Gt P2 5 50 UEAE 22 o 3R ATTXT bR 85 A S50R T AS,
S.q FELCEMYF A D N ENZ SRR F BRI
X.AS:. S, q I E T RN AE R BUA AT R L R
AF 1R IR (0] ik A B — AN 3 Bl i Y S5 b hE AT Bk 1B
s AT B 10 s B N A BT IR BB el A e R
T3Ah RS S q AL BRI AT EA A4
HiTWT 53X 02 R AT DU T S 4k 48 4 B iy | 25 40k
PEATHEFL. TR A AS. S,. ¢ B, AR A T
BEAS. p FIAS.S,. g PIA-Wi &, M A J5 A2 45 &
P R E A 2 SOHR 2 i T 0 ] i 45 i DRk
TANFRSHTFEAWI T AS. p TR PATIZIEA LB
RS G 1 1) SR

BATE AT B $5 £ 2 B A Reynolds 88 A2 H 1Y
4085 18 e HR 2 i 3 X Hoare 1% 55 09 #1 & 3 3IF B3 7E
I 5 AR A5 R L AR A R R R R P L
UM RTEE LA BRG], 4552 8 .0
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%4 Y R R BT A A TR] BT IR B AR AT N
P BIA  Hu ik BR AR REIE T E 102 2] 1 A [
M hE. DRI T B2 B B A AR AR AR S R
AR DA v 9 5 H IR 88 A ] 64 157 1) s A2 4 2 1) 1 A )
4 i HE . o 2 45 B2 B T S ACHT I8 $E 3A B9 AL 2y
2 T 1) U BT U ) B AR B 2 R TR L I E
KA REFI R 1) B R H K U BT A 4 RS AT BE
510 [A] — A X 42 BR AR B AT B A 3 X2 4 18] A [
AR R TR I 7 1 22 A M T B B A 3 4
L R TR R Ay B OC AR L IRATUE] 7455
R RIKRE NS T o B Y A 4 B
2 B UE WL 4 B2 1Y A8 20 10 B 1 L 8 R I D
451 40~ 100 %5 TR 7 AU K B8 3 B, AR I
o 7 ¥R AN 1 S B L TR AT BT AL G 0 S 4R
B2 3 B TR W9 B AR 09 5 e R R AN A
2SR EF G AR AR, BT 1) [ 3 5E BOEW] TR AT
TR T HOE R E AR B —E i S . TR
=M GRE S LA R A2 AR TS O
FIIE I 64 B 5.

5 TAL ML RATHM R B R G W HG 2. R E
B DX TR AT AT G DR AT AE I B % b A 2 s ik
IR 0] 3t 41k 5 . PR Sy AT P 3% B8 DB DR IE T B AT
BA BB S AT LU G E AT 28 2.

KB T I AT A PointerC Y H B AE B 4 1%
A AT BT 10 g A P AU IR AE 8. X AE JR B T
Intel x86 HARHLASFL A TM, 32 F Hoare K% i
B 3E o E TR W g R A — A SR A FRATTAE O
TPy S0 UEHE ZR b ARl T AT G BB R T OB Y — 2k
ORI B0 1) 85 4 TE W A A, FRATT 8 Coq K 58 BLE
RS . B HT7ET ST 48 BT 2 58 00 A 3 BEIE B i
o FRATT IE AR B — IR B A £ e ok LR Coq, 1
5 i 5707 AR BA (87 3. 72 — 20 TAE b L iR 25 S8 A
PointerC 1 Sp V8 HI P A & X4 4 SR W I 735 58 % 48
Bliz S R A BR A 3 FoVE IR BT B R L LU N 4 AR
2w Y calloe 77 f# 23 B 1L 2 72 J7° 56 GIE AE
ZRE) R — 28 I 58 T AR 46 v AT g 18 5 0k SCHFiX
LT Y R

A HARHLAF TM F 4 A 7 8 =X 50 AE 22 1Y)
Wit PointerC J H 2R 2 58 F 45 £ 2 48 R 58 10 X
T1 R S G 15 i it R0 I T A O i it 7Y 4 S
ANTEFATTI H M 3h http://ssg. ustesz. edu. en/lss/ F.

(1]

(2]

(3]

[4]

L6]

[7]

(8]

(9]

[10]

[11]

[12]

[13]

[14]

2 % x W

G Morrisett, D Walker, K Crary, et al. From system F to
typed assembly language [CJ]. The 25th ACM SIGPLAN-
SIGACT Symp on Principles of Programming Languages.,
New York, 1998

Y Mandelbaum, D Walker, R Harper. An effective theory of
type refinements [C]. The 8th Int’l Conf on Functional
Programming, Uppsala, Sweden, 2003

G Necula. Proof-carrying code [C]. The 24th ACM Symp on
Principles of Programing Language, Pairs, France, 1997

A W Appel. Foundational proof-carrying code [C]. The 16th
Annual IEEE Symp on Logic in Computer Science, Boston,
2001

H Xi. Applied type system (extended abstract)[C]. In: Proc
of Post-Workshop Proceedings of TYPES 2003, LNCS 3085.
Berlin: Springer-Verlag, 2004. 394-408

X Feng, Z Shao, A Vaynberg. et al. Modular verification of
assembly code with stack-based control abstractions [C]J. In;
Proc of the 2006 ACM SIGPLAN Conf on Programming
Language Design and Implementation. New York: ACM
Press, 2006. 401-414

Z Z Ni, Z Shao.
embedded code pointers [C].

Certified assembly programming with
The 33rd ACM Symp on
Principles of Programming Languages (POPL’06),
Charleston, South Carolina, 2006

X Y Feng, Z Z Ni, Z Shao, et al. An open framework for
foundational proof-carrying code [C]. 2007 ACM SIGPLAN
Int’l Workshop on Types in Language Design and
Implementation (TLDI’07), Nice, France, 2007

Chen Yiyun, Ge Lin, Hua Baojian, et al. Design of a
certifying compiler supporting proof of program safety [C].
The 1st IEEE &. IFIP Int’]l Symp on Theoretical Aspects of
Software Engineering (TASE 2007), Shanghai, 2007

Chen Yiyun, Ge Lin, Hua Baojian, et al. A pointer logic and
certifying compiler [J]. Frontiers of Computer Science in
China, 2007, 1(3): 297-312
Hua Baojian, Ge Lin. The definition of PointerC
programming language [OL]. http://ssg. ustcsz. edu. cn/lss/
doc/index. html, 2006

Chen Yinyun, Hua Baojian, Ge Lin, et al. A pointer logic
for safety and security verification of pointer programs [J].
Chinese Journal of Computers, 2008, 31(3): 372-380 (in
Chinese)

(R, B0, Sk, 5. R0 P87 2 2 iEm
BT 2 . TFRPLZEAR, 2008, 31(3): 372-380 )

C Paulin-Mohring. Inductive definitions in the system Coq-
rules and properties [C]. Typed Lambda Calculus and
Application (TLCA 1993), Utrecht, The Netherlands, 1993
The Coq Development Team. The Coq proof assistant
reference manual ver8. 0 [OL]. http://pauillac. inria. fr//coq/

doc/, 2004



2R IR A - — R I 4 B2 1 YT U R AE A2

833

[15] Li Zhaopeng. An implementation of FCAP using the Coq
proof assistant [OL]. http://zero. ustcsz. edu. cn/svn/
projectzero/ FCAP/, 2006

[16] A K Wright, M Felleisen. A syntactic approach to type
soundness [J]. Information and Computation, 1994, 115
(1) 38-94

[17] J C Reynolds. Separation logic: A logic for shared mutable
data structures [C]. The 17th Annual IEEE Symp on Logic
in Computer Science, Copenhagen, Denmark, 2002

[18] M Parkinson, G Bierman, Separation logic and abstraction
[C]. The 32th ACM Symp on Principles of Programming
Language, Long Beach, California, USA, 2005

[19] J C Reynolds. An introduction to separation logic [OL].
http://www. cs. ecmu. edu/ jer/, 2005

[20] Li Zhaopeng, Wang Wei, Tian Bo. A proof of soundness of
assembly pointer logic implemented using the coq proof
assistant [OL]. http://zero. ustesz. edu. cn/svn/projectzero/
APL/. 2006

[21] Li Zhaopeng, Chen Yiyun. The relations between separation
logic and the pointer logic [OL]. http://ssg. ustesz. edu. cn/
Iss/doc/, 2007

[22] Xiang Sen, Chen Yiyun, Lin Chunxiao, et al. Safety
verification of dynamic storage management in Coq [J].
Journal of Computer Research and Development, 2007, 44
(2): 361-367 (in Chinese)

(TFR, BRE . MER, &, ShSFMEHEZ 28RN Coq
LA HEHBIR SRR, 2007, 44(2): 361-367)

Li Zhaopeng, born in 1978. Received his
B. S. degree in computer science from
University of Science and Technology of
China, Hefei, China, in 2003. Since
2003, he has been a Ph. D. candidate in

computer science from University of
Science and Technology of China, Hefei, China. His current
research interests include program verification, software
safety and security, type system and theory.

ZEJRME, 1978 AEAE LS A, BRSO 1 N R )T R OE
e 4 R R GG,

Research Background

Chen Yiyun. born in 1946. Professor and
Ph. D. supervisor in Dept. of Comput.
Sci. & Technol. at Univ. of Sci. &
Technol. of China. He received his M. S.

Institute of

degree from East-China
Comput. Technol. in 1982. His main research interests
include applications of logic (including formal semantics and
type theory), techniques for designing and implementing
programming languages and software safety and security.
FRE =, 1946 4R B2, LA S0, = 25 ) o )y
BT R E MBS R SE R B SR IR AR A2 4

Ge Lin, born in 1979. Received her Ph. D
degree in computer science from University
of Science and Technology of China,
Hefei, China, in 2007. Her current

research  interests  include  program
verification, software safety and security, type system and
theory.

B W, 1979 AEA L Wi, EEEMFS U5 M O AR T IO
4 KRR G,

Hua Baojian, born in 1979. Received his

B. S. degree in computer science from Xi’

an Institute of Post and
= Tel icati hanxi» China. i
\Y) elecommunication, Shanxi, China, in
\‘ A 2002, Since 2002, he has been a Ph. D.

candidate in computer science from University of Science and
Technology of China, Hefei, China. His current research
interests include program verification, type system, software
safety and security.

ARG 1979 4R LW A, REWFS O 1 AR T RIE
EIVEN I E L

Proof-carrying code brings two grand challenges to the research field of programming languages. One is to study the

technology of certifying compilation. The other is to seek more expressive program logics or type systems to specify or reason

about the properties of high-level or low-level programs. And safety is an important issue among the properties of high-

assurance software. The verification method for software to meet its safety policies is one of the hot researches. In terms of our

framework to design and verification of safety programs, and the pointer logic proof system, this paper introduces our research

on the formal description of target machine, the formal certifying framework for assembly programs and property proof of

assembly pointer programs. We have formalized the whole work in the proof assistant Coq. Our work is supported by the
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