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Abstract  With recent efforts to build foundational certified software systems, tifferdnt approaches have been proposed to certify
thread context switching. One is to certify both threads and the contexthéwgtin a single logical framework, and the other certifies
threads and the context switching at different abstraction levels. Theefaequires heavyweight extensions in the logical framework to
support first-class code pointers and recursive specificationsedver, the specification for context switching is very complex. The later
supports simpler and more natural specifications, but it requires titexts of threads to be abstracted away completely when threads
are certified. As a result, the conventional implementation of context smitalsed in most systems needs to be revised to make the
abstraction work.

In this paper, we extend the second approach to certify the conveniiopkdmentation, where the clear abstraction for threads is un-
available since both threads and the context switching hold pointers ofitbmedexts. To solve this problem, we allow the program
specifications for threads to refer to pointers of thread contexts. Thadlumontexts are treated as opaque structures, whose contents are
unspecified and should never be accessed by the code of threadsfoFl, the advantage of avoiding the direct support of first-clads ¢
pointers is still preserved in our method. Besides, our new approalsoimare lightweight. Instead of using two different logics to certify
threads and the context switching, we employ only one program logic wittdiffi@rent specifications for the context switching. One is
used to certify the implementation itself, and the more abstract one is usedigigrface between threads and the context switching at a
higher abstraction level. The consistency between the two specificatmesfarced by the global program invariant.

Keywords program verification, context switching, proof-carrying code, paogsafety

swapctxt:

1 IntrOdUCtlon ;; save old ctxt ;3 load new ctxt
mov eax, [esp+4] mov eax, [esp+8]

. . . o mov [eax+0], O mov esp, [eax+28]

Thread context switching is an indispensable component of mov [eax+4], ebx mov ebp, [eax+24]
. . . e mov [eax+8], ecx mov edi, [eax+20]
operating system kernel find_thread mplgmeqta_nons. Verifi mov [eax+12], edx nov osi. [eax+L6]
cation of its implementation is essential in building foand mov [eax+16], esi mov edx, [eax+12]
. I . . mov [eax+20], edi mov ecx, [eax+8]
tional certlfled' software systems. However, |m.plementat|o nov [eax+24] . obp nov obx. [oax+d]
of context switching requires low-level operations such as mov [eax+28], esp mov eax, [eax+0]

ret

manipulation of stack pointers and return code pointens (fo

each thread). This makes it difficult to accurately spedify t

code behaviors. Fig. 1. Implementation of Thread Context Switching
Generally speaking, context switching is the computing

process of saving and restoring the state of a processor such

that it can be shared by many tasks. Below we show the

C interface of theswapctxt subroutine, which implements

thread context switching.

0 4 8 12 16 20 24 28

void swapctxt(ucontext *old, ucontext *new)

ebx ral_|—>|||||||||
. ecx
- 1d

ngeold pomFs to the structuref used to save th'e currentma- ° 6 4 8 12 16 20 24 28
chine contexti(e., values of registers), antkw points to the osi My T T T T T T 1T
new machine context structure to be loaded. Implementation _,; contert
of the subroutine is usually done with assembly language, o
which directly accesses machine registers. In Figure 1 we cgp mev—

show an x86 implementation of the subroutine.

. . registers "' | stacks
As shown in Figure 2, the argumentd3d and new are
passed on stack (afesp+4] and [esp+8] respectively).
Supported by the National Natural Science Foundation oh&hin- Fig. 2. Thread Context Switching

der Grant N0.60673126 and No. 90718026, China Postdoc&miahce
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Province, China (No. BK2008181).
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0 threadA: threadB: points to the line 12 of thread A. Instead, it returnsrtg,
1 mov  ebx, buf mov  ebx, buf which points to the line 12 d¢hread B To certify swapctxt,
2 mov eax, 1 mov eax, O . .
we need to prove that it always uses a valid return address.
3 mov [ebx], eax mov [ebx], eax
4 mov ebx, thrd mov ebx, thrd
5  mov edx, [ebx+d] mov  edx, [ebx+4] Specifying the context switching The smart implementa-
6 mov ecx, [ebx] mov ecx, [ebx] K f . h ds the illusi h f .
7 mov  [ebx], edx mov  [ebx], edx tion of swapctxt gives threads the illusion that a function
8 mov [ebx+4], ecx mov [ebx+4], ecx call of swapctxt returns back immediately. However, as
9 push edx push edx shown in Figure 3, beforewapctxt finally returns to the
10 push ecx push ecx calling thread €.g., thread A), the control has been trans-
11 call swapctxt call swapctxt . . .
12 add esp, 8 add esp, 8 ferred to a different thread (thread B). This presents ssue
13 jmp threadA jmp threadB before us: Should the behavior of the thread B be viewed
as part of theswapctxt as well? And how carwapctxt
be specified without knowing in advance the thread it may
threadA swapctxt threadB .
switch to?
_-Y T~ Abstraction of thread contexts Thread contexts are used

call swapctxt
E 4

:;:dﬂw ﬁ [T ]

l«— context —

call swapclxt in both threads and the context switching. Threads A and B

in Figure 3 should be aware of the contexts and pass their
pointers toswapctxt. This makes it difficult to build a
proper abstraction for threads where the contexts are gust p
of the runtime support and should be invisible to program-
mers. We will explain more about the problem in the next
section.

1.2 Previous approaches

Recently, two different approaches have been proposed to
certify the context switching, which represent two differe

They point to the execution contexts of th@rentthread and {‘2(220(10|09I€S to build foundational certified software-sys

thetargetthread to be switched to, respectively. The function The first approach, proposed by i al [, 2], uses a

saves all the registers excepix into the old context, and . . )
: . S very general and expressive logical framework to certify al
loads the new context into registers. It is important to not,

that the stack pointessp is also changed. Therefore, when,[ﬁ;?t rgvc\)ﬂg:]elzﬁ n Elflr?eSy:;zr?éslsn;l]léd;?rgtth:gafesmagd th:) coosrj-
the function returns, it uses the return address 6hown in 9. y b y prop

. . ing a Hoare-style logic with the support of first-class code
tlzr:gucrjrrze)n?tt?]rriign the stack of the target thread instead Bfinters (a.k.a. embedded code pointers) [3, 4]. By giving

proper “types” to code pointers, their logic prevents ang-mi
use of the code pointers. Despite its generality, it reguire
heavyweight extension of the assertion language to specify

) . _ .. code pointers. To address the second problenetldi[1, 2]
We explain the challenges of certifying context switchingy,jjieq holymorphic and recursive specifications to abstra

code using a small example with two threads, as shown Ity the data used by threads. As we will explain later in
Figure 3. Thread A sets a shared memory cell, pointed byo (o 6, this method yields complex program specifica-
but, to 1 and then switches to thread B, which resets thg, s that are hard to understand. Since they try to certify
memory cell to 0 and swﬂches backto thread A. In _the shareflieads and the context switching at the same level and there
memory, there is also a simple thread queue pointed 10 Ry, ahgtraction for threads, the third problem doesnitexi
thrd. It contains two pointers pointing to the machine cong . e
text structures of A and B, respectively (see Figure 3). The second approach certifies threads and the context
To modularly certify the program, that is, to certify eachyyitching at different abstraction levels using differeat-
of the_ three partSL(s., thre_ad A, B_ andswapctxt) without  isiation systems. At the higher abstraction level for tlisa
knowing the implementation details of the other two, the foly,e oncrete representation of their execution contexts an
lowing three problems need to be addressed. return code pointers in memory are abstracted away. They
are modeled as mathematical structures accessed only by an
Manipulation of return code pointers When function re- abstract context switching operation. Therefore, thernetu
turns, it needs the value stored on top of the stack as returade pointers are not first-class data at the high level. ét th
address. The return address of a normal function is the samogv level, we only need to ensure that the context switching
one passed to it by the caller. Howevetapctxt changes saves registers into and loads new values from proper places
the stack pointer. So when called at line 11 of thread Aand then jumps to a code pointer stored on top of the stack of
swapctxt does not return tea; shown in Figure 2, which the target thread. Specification of context switching beirav

Fig. 3. Two Simple Threads

1.1 Challenges
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can be spared from the threads’ point of view because threads/\e have formalized the framework in the Coq proof assis-

are not certified at the low-level. After being certified, eod tant [9], including the machine model, the logic rules arel th

at the two levels can be linked together either using a génesoundness proofs.

foundational logic [5] or using simulation proofs [6] to get In the rest of this paper, we first introduce the basic sedting

fully certified system. Specifications of the context switchin Section 2. We then informally describe the basic ideas of

ing subroutine in this approach are simpler than those by Mur approach in Section 3 and present the formal details of

et al They agree with the programmer’s intuition naturallyour framework in Section 4. We show how to certify code in

However, to make the abstraction work, code at different alpur framework, report the verification results, and compare

straction levels must access disjoint parts of the memdrg. T it with the work by Niet alin Section 5. Lastly, we discuss

previous works [7, 8, 6] following the second approach faimore related work in Section 6 and conclude in Section 7.

to address the third problem. They cannot cerifgpctxt

and the two threads in Figures 1 and 3, because both sides

hold pointers of the thread contexts. Their context switch?2  Basic Settings

ing subroutines are implemented differently fregapctxt,

and their threads cannot access the memory of contexts. To illustrate the work clearly, we first present the basie set
tings, including meta language, simplified machine model

1.3 Our work and contributions and its operational semantics.

In this paper, we designlehtweightverification framework The mechanized meta-language First of all, a mecha-

to”cert|fyhboth threads_anddthe con':jext sz't%h'rg' Our ;’lvorlﬁized meta-language is required to formalize all the cotscep
follows the aforementioned second methodology, with €y, yhis naper, such as the machine model, programs, specifi-
tension to certlfy thewapctxt .sub.routl.ne. I.n particular, we cations, program logic rules, related theorems and prdué. T
make the following new contributions in this paper. meta-language we use is calculus of inductive construstion
(CiC) [10] and supported by the Coq proof assistant [9], by

e Our framework can certifigwapctxt without chang- ) . S
fewap 9 }évhmh we implement all the work presented in this paper.

ing its implementation and interface. To address th
thirq problem mentioned in Section 1.1, program as- (Term) A.B = Set | Prop | Type | X | AX:AB|AB
sertions for threads are enabled to refer to pointers of |A—B|VX:A B|3X:A B
thread contexts. However, the contexts are treated as | inductive def] ...
opaque structures whose contents are inaccessible from
threads and are left unspecified. Therefore, the only wdyiC is a typed lambda calculus, and its syntax, shown above,
a thread can use the context pointers is to pass themf@lows the conventions of common lambda calculi. For ex-
swapctxt. This effectively prevents updates of con-ample,A — B represents function spaces. It also means log-
texts from threads. So we can still build abstractions focal implication whenA andB have sortProp. In addition,
threads and avoid supporting first-class code pointers Prop is the universe of all propositionSet is the universe of
all data sets, an@ype is the (stratified) universe of all terms.

e To abstract away the implementation details of thread

contexts and the context switching, we give two differ-

ent specifications foswapctxt at the thread abstrac- The machine model In this paper, we mode| the x86 CPU

tion level. One is at a lower abstraction level and spedp real-mode, and present the formal definitions of machine

ifies the concrete behavior of the subroutine. The othépo.del n Flgurg 4. To bgtter lllustrate the main .|deas, we
is at a higher level and is used as an abstract interfad&t SOMe physical machine features, such as variabldHeng

to threads. The gap between the two different Speér)struction encoding, bits-arithmetic, segmentatiett, A
machine configuratioil contains a code heap a mutable

ifications are bridged in the global program invariant. ; . . .
g g prog tateS, and an instruction pointerp. A code heapC is a

Both specifications are simpler and more natural to ure h o
derstand than those by kit al segment of memory mapping addresses to machine instruc-

tions. Itis read-only and isolated from the mutable datphea

e Unlike previous works [7, 8], we use one set of rules tdl- A machine stat& consists of a general purpose register
certify both the context switching and threads, insteafile, @ mutable data heapand a flags registe, which only
of using two different program logics. This makes oufcontains the zero flag for simplicity. A labelis a memory
framework more lightweight since we no longer needddress which may point to either a data structureifiror

the OCAP framework [5] to link code at different ab-2n instruction (sequence) (it). For maps, such as andc,
straction levels. notations of set operations are overloaded to specify the si

ilar operations. For example, specifies disjoint uniong is
e Since we can now certifgwapctxt, we compare our including,\ is excluding, and is an empty setH{1 ~ w}
specifications and proofs fawapctxt with those by means the new data heap updated at locatiwith w.
Ni et al[1, 2], This is a direct comparison of the two The basic machine instruction set covers the common
representative methodologies to build foundational cex86 instructions for arithmetics, control transfer, cdiufial
tified systemsi.e.,the one-logic-for-all approach versusbranch and data movement. It is easy to add more instruc-
the approach using multiple abstraction levels. tions to our abstract machine. It is worth noting that in our



4 J. Comput. Sci. & Technol.

machine model, every instruction is assumed one-word-size WFThread WFRdyThrd MapX
Iong. - - - - INV l /! \ l
We define an operatio@i[f] to extract an instruction se- “ .
quence starting from in C. Hs Hi I Ho| Hy| --- Hnl Hcl
Cle) a ) C(£) if C(f) = jmp £,call f, Orret
C(£);C[£+1] otherwise Fig. 5. Context Switching

Operational semantics The relationM — M’ indicates Two specifications for context switch In our framework,
that the machine configuratiavi steps to the machine con- two specifications are given to the context switching, ome fo
figurationM'. The relationvl —* M’ means thabi reaches certifying the implementation code of context switchinglan
M’ in k steps, and—* is the reflexive and transitive closure the other for certifying the code of threads, so to realize ce

of the step relation. tification modularity.
NextS(; i) SS'  NextlP(; ) ip ip’ Take the implementation of context switching in Section 1
(C.S,ip) — (C.§,ip)) (EvAL) as an example, it is obvious that the code to store the regis-

ters of CPU to old context structure and restores the registe
%rom the new context structure won't affect the validity loét
new and the old context pointers. A simple specification of
context switchinggg,) can be given without any information
about the embedded code pointer stored in the new context
structure. Therefore, the first-class code pointers pmble
3 Our Approach occurring in certifying the context switching implememat

can be avoided and the certification would be largely simpli-
As mentioned in Section 1.3, our approach follows the seéied.
ond methodology, which is also used in SCAP [11] and pre- Given the separated thread private memory, the thread-
vious work [7, 8]. In SCAP, a code specification consists of #cal specification of context switching, will be easy to
preconditionp and an actiom, rather than using the method- define, specifying that the private memory of a thread will be
ology reasoning about first-class code pointers,to suppdfichanged during a context switch.
modular certification of function call, especially the last
turn instruction of a function. The SCAP logic maintainsMachine context abstraction The locations of those ma-
a global invariant to ensure the existence of a well-formedhine context structures will be used by thread code to save
control stack in memory, and thus to guarantee the safefynd restore contexts, but the data stored in machine centext
of function returns. Similarly, our certification framewor should always be valid. We introduce two new notations,
maintains a global invariant to specify well-formed maehin X to specify the data of all the machine contexts, anib
context structures in memory. As a result, the program logispecify the locations of all the machine contexts. A machine
only needs to certify that the programs always switch toghegontextmc contains eight general purpose registerg.n
well-formed contexts.

The relationNexts specifies state transition of one machin
execution step andextlP the next program execution point.
The formal details oflextS andNextlP are presented in Fig-
ure 4.

We explain the basic ideas about the our framework and Emgif;?elsa) § z E}M me}
related the global invariant in the following Section 3.ada (MCtx) ne : (R)

discuss how we achieve the reasoning about embedded code
pointers in Section 3.2. We let code specifications be parameterizedxbgnd put

these data in shared memadaty. In this way, even though the
thread code can get and pass the locations of context struc-
tures to context switching function, they cannot modify the
Memory partition To support modular reasoning, thedata of machine contexts. Similarly, we introduce a vagabl
whole memoryH is logically divided into several parts: the t, which indicates the location of the current thread machine
private memory of each thredth, ..., H,, the shared mem- context, as a parameter of the specifications, justlik€he
ory Hs and the memory, storing the data of all the machine predicateMapx (in Section 4.1) is to ensure thatis consis-
contexts. tent with the data in the memory partiticf

H = (Ho®-- - WHp) & HsWHe In this way, the specifications in our verification frame-

work will be like:
As illustrated in Figure 5, we define different memory in-

variants over these partitions. The private memory of eurre P
threadH; merged with the shared memaor, H; wHs, sat- g
isfies the predicate of well-formed threadgThread(defined When certifying, the old context pointer passed to context
in Figure 6). The private memory of each ready-thread saswitching function should be equal to the logical value of
isfies the predicate of well-formed ready thregeRdyThrd.  t, while the new context pointer should belongxand be
The memoryH, is separated from others, so that the maunequal ta.

chine context data of all threads is hidden from thread code The locations of machine context structures are stored in
and kept valid. the shared memoryls, so that they may be accessed by

3.1 Basicideas

ALX,S. -
X, XS, S -

1> 1>
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e B — R
(State) S = (H,R,F) 1= ‘ o=
(DataHeap) H = {1~} (1=4xn) add ryg, rs (H,R{rq ~ v},{ze}) if v=0, wherev=R(rs)+R(rq)
(RegFile) R = {r~w}* (H,R{rq ~ v},{zd}) if v#0, wherev=R(rs)+R(rq)
(Register) r = eax|ecx|edx|ebx subrg, rs (H,R{rq ~> v}, {ze}) if v=0, wherev=R(rs)—R(rq)
| esp|ebp|esi|edi (H,R{rq ~» v}, {zd}) if v£0, wherev=R(rs)—R(rq)
((ZFE"':‘S'::g; ff - zf‘}ze J——— (R ] f R(r) =R (2
(Word) w =i (integerg (HLR, {zd}) I R(x) 7 R(x)
(Label) £,1,ip 1= w 1oV, s (H, Rirq - R(rs)},F)
(InstrSeq) 1 == i|4i;1 mov rd, W (H,Rfrg ~ v}, F)
(Instruction) i = addrq, rs|subrq, rs|cmpr/, r mov rd, [rs+w| | (H,R{rg~ H(R(rs) +w)},F)

| mov ry, rs|movry, w

| mov ry, [rs+w] | mov [rg+w], rs

| jmp £ |call f|ret

if (R(rs) +w) € dom(H)

mov [rg+w|, rs

(H{(R(rq) +w) ~ R(xs)}, R, F)
if (R(xq)+w) € dom(IH)

| push rs|push w| pop rq push rg (H{R(esp)—4~ R(rs)},R{esp ~ R(esp)—4},F)
if R(esp)—4 € dom(H)

NextiP (s (s . (zr})) 1P 1P’ push w (H{R(esp)—4~+w},R{esp ~ R(esp)—4},F)
ifi=  [ip'= if R (esp)—4 € dom(H)
jef f if zf=ze pop rqd (H,R{esp~ R(esp)+4,rq ~ H(R(esp))},F)
jef ip+1 ifzf=zd if R(esp) € dom(H)
call f £ call f (H{(R(esp)) ~ (ip+1)},R{esp~ (R(esp)—4)},F)
YK ret (FL R{esp~ (R(esp) + 41 F)
ret f if £ =H(R(esp)) if R(esp) € dom(H)
other cases| ip+1 other cases S

Fig. 4. The simplified x86 machine model

threads. To ensure these locations are consistent with tbleine context structures are valid. Thus, we can certify the

structures inH, the invariant of shared memomyv is pa- safety of a context switch operation once we know the switch

rameterized byt and X. Thus, only part information of destination belongs te butt.

threads are exposed to each others via the shared memory. Meanwhile, the semantics of context switching are speci-
fied by two different specifications, both of which have noth-

Tagged specifications The specifications are parameter-"9 to do with the validity of embedded code pointers in ma-
ized by three arguments, X ands. The specifications for chln_e context s_tructures. Therefqre, our approach a_vemi-sr
thread code will be passed different arguments from thos| ning .about f|r§t—cl_ass code pointers an_fj results in a more
for context switching. Sinceé® specifies the global seman- [ghtV\{e|ght cert|f|cat|on.framework than Ni s_work. Our eer
tics of the context switchings passed to the code specifica-t!f'cat'on framewor!< stil suppqrts modularity of cer'gfrca
tion of context switching is the global machine state while tion. A more d_etallgd comparison and some experimental
andX can be any values. On the other hand, code of threalfeSults will be given in Section 5.2.

only manipulates partial memory, thegassed to the code ©
specification of threads is a partial state configuration. We
distinguish these two kinds of specifications by tags. The
global specificatio®S, and thread-local specificati@), are 4
tagged byG andL, respectively.

Tagging specifications with the global and local tags alln this section, we present the formal details of our verifica
lows us to present the key ideas of our paper without usirfiPn framework, covering specification language, infeeenc
the OCAP framework. We use a single set of inference rulégles of the program logic, and the soundness proof of the
for reasoning both thread code and context code. whole framework.

Formal Verification Framework

3.2 Discussion 4.1 Specification

To ensure the validity of embedded code pointers stored Bpecifications describe the predicted behaviors of the.code
machine context structures, we firstly disallow the modificaTo certify code, programmers need to give a set of specifi-
tion of them via memory partition. Then we abstract machineations¥, which is a finite map from code labetsto code
context locations aX andt and pass them to thread specifi-specification®. In our framework, a code specificatiéns
cations. Our certification framework keeps a global invaria a triple, consisting of a preconditign an actiong and a tag
which states that all the embedded code pointers in the nia-The preconditiop and actiorg are like the notations used
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in original SCAP [11] but they have two extra argumeits, Specifications of the context switch Two different specifi-

andX, as we explained in Section 3. cations are given for context switching, as shown belefy:
L
(Specset) W = {1~ 0}* andey,,.
(Spec) 6 = (p.g,b) s 2 (pG g(; G)
(Pred) p : Label — MCtxLabelSet — State — Prop sw swrSsws
pS, & X, (H,R,.).3Rold, new.
(Grt) g Label — MCtxLabelSet — MCtxLabelSet sw v mc7t;< : ’ ’mctx.
— State — State — Prop H IFold —= {_) x new+— (R’) * Top
(Tag) b == G|L «R(esp) — _,old,newx R’(esp) —
g8, & XX, (H,R,.),(H,R,_).3old,newip,ip .
mctx mctx .,
In a code specificatiof, the preconditiorp specifies the old T}R(ti;) rf}"\i":;d&igm R (esp) o ip
precondition before machine executes an instruction. The A old T {eaxv6}> . new T () HH
actiong is a state transition relation, which specifies the ac- +R(esp) — ip,old, news R (esp) — ip/

tions performed by some instructions. Also, the actgaan
be viewed as a predicate composed of a precondition and aThe thread-local specificatia®@§,, defined aspS,,sS,,G),
postcondition, and relating the machine state of curremmitpo specifies the global semantics of the context switching and
and the machine state of return point. In other wogdspec- is tagged byG. The preconditionS, requires two machine
ifies the remaining actions of the current function before recontext structures pointed loyd andnew; which are stored on
turn. We use a specification tago distinguish the code of stack. The notation stands for the value that we don't care
threads () and context switching implementatioB)( about, and actually, it is an existentially quantified valliee
action of the context switching, requires that: the register
Separation logic notations We define some notations file of post-stateR’ be equal to the values saved in the con-
commonly seen in separation logic [4, 12]. These notatiori§Xt structure in the pre-state; the return address starélaeo
are formalized as shallow embedding in the meta-languagéack of post-state be exactly the value saved in the context

CiC. structure in pre-state; the register filend the return address
HIFA 2 AH ip of pre-state be saved to context structures in post-state.
Top £ AH.True The memory relation of the forn{ pl} is defined as be-
IP £ NH.H=0AP P2
R low:
1w = AH.1#NULLAI=4nAH={1~sw}
A
1 _ N AH.3w. (HIF1 — w) {El 2 NHy, H. JH), HY, H .
ApxAy £ NHL.TH, Hp HywHy =HA (Hy - Ag) A (Hy I A 2
1Az S 1, H . H; WH; (Hy IFAg) A (Ha I-Az) (pLHY) A (3 Hy) A (H, WH — Hy) A (HL W H — Hy)
l—w =1 wxTop
A1 —+Ay £ NHp.VHy, H. HiwHy =HA (Hy I-Ar) — (HI-Ag) It means that the memory blodk; satisfiesp; and is trans-
1w, W 2 1w % 144 wp ..k 1440 wy formed to the block satisfying,, while the rest part of mem-

We useH I A if the heap predicata is valid withH. A, + O Plockis unchanged.
A, asserts the hedfi; wH, in which Hy I- A; and Hy I- Ay

hold. Top is valid with any heap1 — w asserts a heap with . 2 (L gk L)
. sw SW? OSwW?
only one memory cell, at addressvith contents. U ph, 2 ALX,(HLR,.).Jold, new.old=t A newstt A newe X
A machine context structure is 8-word-size and contains AHIFINV t X # R(esp) — _,old,new
eight general purpose registers. gty = MX X (H,R,.), (H',R’,_).3old, newip.
metx A AR{eax~+ 0} =R'{eax ~» 0}
=" (R) = AMHLHIFI — R(eax),R(ebx),...,R(esp) INV new X R (esp) ~ ip,old.new) 1., RAXX
MapX (He, X) £ xX= {lp ~ mco,...,In~ men} INV old X' *Rl(esp) — ip,old, new

A / _ v/
/\Hcll-lgm(mco*---*lnm(mcn R = AX XL X=X

The predicatenapx relates an abstract machine contextset
with a block of memoryiH,. X can be regarded as the dataU
dumped front.

The thread-local specification of context switchiflg,, is
sed to certify the code of threads and tagged.byhe pre-
conditionpt, requires that: the shared memory satisfy the
. ) ] . invariantinv t X; there be three values on the top of stack, re-
Invariant of shared memory The invariantinv is a pred-  1rn addrestp, context structure pointersd andnew; old be
icate over shared memory, but it'is an abstragt variable @qual tat; and the value imewbelong tox but be not equal to
our framework and can be instantiated to @mgcisemem- | The actiongt, requires that: shared memory change from
ory predicate. The definition of precise memory predicategy new xto iNv old X; the registers file be unchanged across

is given below: context switching; the values on stack be unchanged; and
INV ©  Label — MctxLabelSet — DataHeap — Prop machine context labels satisfy the relatign In this paper,
Precise(A) £  VHy,Hp,H.Hy CHAH, CH since we only consider the context switching, the machine
A(HyIEA) A (Hz I-A) — Hy = Hp context label sex will be unchanged always. But it is easy

Note thatiNv is parameterized byandX. Thus, the locations to enrich our framework with context loading, context mak-
of all machine contexts can be stored in the shared memarng and context saving support by specifying the machine
and visited by threads. context changing in the relatiaR.
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As explained in Section 3, these two specifications fow’, the instruction sequendgz] is well-formed with respect
the context switching play important roles in our verifioati to W (f). Moreover, the global specificati®d§, should be
framework and make it possible to certify context switchingexported in¥’.
in a modular and lightweight way.

Well-formed state There exists two different definitions

4.2 for the well-formedness of global machine state according
. . . o the specification tags. As described before, tags classif

A set of inference ru_Ies Is used to prove th_e judge_:men{ﬁe code of threads and context switching, which manipulate
for well-formed machines, code heaps, and instruction S&ie different parts of memory
quences. The rules are presented in Figure 6. When the tag is5, WFstate specifies the conditions of a
well-formed machine state when machine runs in context
-~ 0 switch code:S satisfies the preconditiop; before context
are used in inference rules. The notations a short syn-  gyitching function returns, there is always a return adsdres
onym for the domain set of. The actiongy,, is the require- ¢/ o the stack; there is a specificationt’), which is satis-
ment of the stack balance during function calls. The natatictieq by the machine state after machine returns from context
giq Specifies the identity state transition. We wrap the sta§yitching.
transition functionNexts; ;) as an action; ;). The nota-  The wrstate, tagged byL, specifies the conditions of a

tion (21} is an action that specifies an identity state tra”Sitio{}\/eII-formed global machine state when machine runs in the
with the flagzf. The relationretaddr takes two arguments, a ., 4e of threads:

labelf and a stat€, and requires that the value on the top of
stackH(R(esp)) is equal to the labed.

Inference rules

Auxiliary definitions  The following auxiliary definitions

(1) the whole memory of the state is divided into several
blocks, the private memory of every threads to H, ,

X £ domXx) .

g 5 MXX,S,S . R(esp) = R'(esp) the memory containing data of contexis, and the
AH(R(esp)) = H' (R (esp)) shared memoryi;

8 £ MXX,S,S X=X AS=§

Biip) = MXX,S,S .NextS(p S§ AX=X (2) there exists an abstract machine contextxsetvhich

g1} £ MXX,S,S .S =(SH,SR,{zf}) A X=X satisfies the relatiomapx with He;

retaddr = \(£,S).3(H,R,F).S= (H,R,F) A H(R(esp)) = £

(3) there exists & which belongs to the domain set &f
and indicates the location of the machine context of the

Combination of p and g Some combination operations
current thread;

over predicateg andg are defined to simplify the inference
rules. The ternenable(p,g) means that the preconditigrnm-
plies the precondition withig. The combination oprg is a
predicate which specifies the post-state describegl byhe
termgog’ is a composed action. The tefma g is the action
whose precondition is strengthened fy The termp = p’
means that the preconditighimpliesp’. The termg = ¢’
means that the actianimpliesg’.

(4) the local state of current thread, which consistslof
Hs, current register fileR and current flag register,
satisfies the well-formed thread predicateThread,;

(5) for every machine context label ifiexcept fort, W, X
and the stat€H,R,,_) satisfy the well-formed ready-
thread predicate/FRdyThrd.

enable(p,g) = VX, S.ptXS—IX.§ . gtXXSS

P>g 2 M,XS.3X0,S0.pt X0 So A gt Xo XS0 S Well-formed thread The predicatevFThread specifies that

gog 2 X XS,8”.3X, S g tX X S the states of the current running threadsatisfies the spec-
o R ne tx >,<” S', s ification 6: the tag in specification is; t, machine context

orE N Q:);)S( Stié’ix jgtAngtx XSS label setx and states satisfy the preconditiop; and they

I; N Z, N Vt: x:x;,l)s,s' at XPX’ S8 g tXXSF also satisfy the guarantgevia WFStack predicate.

Well-formed machine A machine configuration is well- Well-formed ready-thread The predicate WFRdyThrd
formed if there exists a specificatighsuch that : the im- states that a ready thread is well-formed if :

ported specifications s#tis the subset of the exported spec-
ifications set¥’ by codeC; the code heap satisfies the ex-
ported specifications s&t’ with the imported specifications
setW; the current state of machirseis well-formed with re-
spect to the specificatiohand the importe®; and the cur-
rent instruction sequence|ip], from the labelip, is well-
formed with respect t6.

(1) there is a return address, stored on the top of thread
stack;

(2) the specificatio(ip,) is tagged by;

(3) W(ip) and the stat¢H,R,F) after theret instruction
satisfiesnFThread if the private memory is merged with
the shared memory specified iy t X';

Well-formed code heap A code heapC is well-formed

with an exported specifications setand an imported spec- (4) the currenk and thex’ in future (when the ready thread

ifications setv, if for every code labet in the domain set of is activated) satisfy the relatiag.
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WOV WECIW  WRSme(W.5.0) W.iph (8)C[ip) W)= (pglb)  WE+LE{(p g b))
[ ((C,S, ip) (MACH) Pbg{ze} = P/: po (g{ze} Og;/) =g
P>grzd) =P’ Pol(gzg108’) =g -
JE,
Wik {(p,gb)}jet’; I
W (swapctxt)=0S, VfecdomW). Wk {W(£)}C[f]
(CDHP)
LIJ'_(C LIJ/ )/ L ! ! / /
Y =W{swapctxt ~ 0, Y=, ¢g,L)
enable(p,g(can1 )  W(E+D)=(p".g".L)
i ¢ {Ca117jmpvjnevret} W f+1kF {(p/7g'7b)}]1 ng(calLf) = P/ pb(g(calltf) Oglog(rett,)) = P”
enable(p,g; s)) PPEug) =P  Polgugog) =g (520 P'rg =g PO(8arns) 08 08rer, )08 ) =8 (CALL)
Wt {(p,gb)}i;I Y. £+ {(p.gL)}call £
Yt )=(.g,b) p=p pog= ogiy =
(f)=(r'.g’b) E=E up) Pogis = & (RET)

Wi+ {(p,g,b)}jmp £ W+ {(p,g,b)}ret

[I>

WFstate(¥, S, (p,g,G)) VXSS ptXS A (gt X XSS A NextS(per(S.S")

— 3f’ .retaddr(£',S') A W(£') = (p/,&/,L) A WFState(W,S", (p’,g’,L))
3(H,R,F) =S.3H,,...,Hi,, Hs, He. H = Hyy - - wH, wHsw He

ATt X . MapX(He, X) At € X A WFThread (W, t, X, (H, wHs, R, F), (p, g, L))

AW e K\ {t}. 3R . X(1) = (R)) A WFRdyThrd(W, X, (Hy,Ry,_)))

[I>

WFstate(W,S, (p,g,L))

WFThread(W,t,X,S, (p,g,.L)) 2 ptXSA 3In.WFStack(n,¥,t,X.S,g)
WFRdyThrd(W, X, S)) £ WX, (HR,F).R | XX ANextS(e; ) S (H,R,F)
— Jip, .retaddr(ip;,S;) A W(ip)=(-,-,L)
AH I (INV | X') —AH' . WFThread (W, t, X/, (H',R,F), W(ip,))
WFStack(0, W,t,X,S, g) £ OX,§.gtXXS¥
A

WFStack(n+1,W,t,X,S, g) I eW.YiE)=(p,g,L)
AVip, X, S,S" g tX X S A NextSrersp) &' S

— retaddr(£/,S') A p' t X' S” A WFStack(n,W,t,X',S" ¢g)

Fig. 6. Inference Rules

Well-formed control stack The predicatewFstack is to  (4) the actiong’, which is bound with instruction action and
specify the well-formed chain of return addresses recustrengthened by, impliesg.

sively. If the first argument, the depth of the control stack, The rule @mP) is straightforward, and it specifies the con-
is zero, there will be no return address at the bottom of stactlitions of well-formed jump instruction: the preconditipn
that is, the machine cannot execute return instruction whemplies the precondition of jump destinatiphand the action

the control stack of thread is empty. If the depthis, the
well-formed control stack requires that

(1) the post-stat&’ of g contain a return addres§
(2) S’ step to any stat&” by ret instruction;

(3) for £/, there be a specification i, (p’,g’,L);
(4) s satisfyp/;

(3) and the rest of control stack § be well-formed with
respect tq'.

of jump destinatiorg’ impliesg. The rule (E) is like (IMP)
and also straightforward.

The rule RET) says if the preconditiop implies the ac-
tion (g), then the return instruction is well-formed. This rule
checks whether a function action is finished eventually.

The most interesting rule iscALL), which specifies the
conditions of the well-formed instruction sequence led by
call instruction and most of these conditions are defined as
combinations op andg. Note that the specification tagin
the conclusion indicates that only threads can call funstio
To support certifying context switching, the specificatain
called function belongs t& is merged with(swapctxt, 65,).

Well-formed instruction sequence The remaining rules 4.3  Soundness proof

are used to reason about an instruction sequence from the

label £ under a specificatiof. The rule 6EQ) specifies a The soundness proof of our framework with respect to the

well-formed instruction sequence led by the sequent instrumachine operational semantics is proved by the approach of

tions, including arithmetic, data movement and stackimstr Proving type soundness. Following the progress and preser-

tions. vation lemmas, we can guarantee that certified program in
The premises of §EQ) include that: (1) the rest instruc- our framework is safe to execute.

tion sequenceis well-formed under a specificatigf, g’, b);

(2) the precondition implies the action of instructiom; (3)

the preconditiorp bound with instruction action implies;

Safety Safety of the machine configuration means that the
execution of the machine will not go stucki)(the machine
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state always satisfies the corresponding specification. Thel Certifying context switching and threads
safety can be defined formally: if a machine configuration code

steps taVl’, the machine configuratiavi’ can at least execute ] o ]
one step tav”. Itis easy to certify that the context switching implemeiatat

satisfies its global specificati®f,. We useCs, to specify the
Safety(M) £ vnM/.M—"M — 3IM".M'+— M’ code heap containing the context switching implementation

Since the proof s tedious and long, we skip omit the prog y the inference rules presented in Section 4.2, we can have

details here. The complete proof is fully mechanized in thte e following judgement.

proof assistant Coq, and interested readers may download it O Cou : {swapctxt ~ 6,

from the web site [13] to check it by Coq. Then we give a memory invariant to specify the shared

Lemma 1 (Consistency okwapctxt Specifications). memory.

For any specifications s&¥ and states, if S is well-formed IV 2 AT vl € XAl £t

under the thread-local specificatid@,,, thens is also well-  AHIFthrd — ]y # buf ~ vl (V=0 V v=1)
formed under the global specification of context switching[ o

6S, contains:

. e the pointer to the context structure of the current thread;
We can prove that a well-formed machine can execute a

call instruction: e the pointer to the context structure of the other thread,;

Lemma 2 (Call-Progress). e the buffer of data.
For any specifications sé&, W', code heapC, machine state
s, instruction pointetip, if the machine configuration is well- The invariant satisfies the precise requirement.
formed, Wi (C,S, ip), and theip points to acall f instruc- | emma 6 (INV-Precise).
tion, then there exists a new stateand a newip’ such For any context label and label se, the invariantinv t X
that the machine can step to a new machine configuratiqg precise, that isprecise(INV t X).
(C,S,ip) — (C,',ip’).

In the following, we use instruction sequence rules to
Lemma 3 (Call-Preservation). prove the well-formedness of code of two threads (A and B),
For any specifications se¥, ¥, code heapC, machine according to the specifications in Figured, andCg are to
stateS, instruction pointerip, if the machine configura- specify the code heaps of thread A and B, respectivély.

tion (C,S, ip) is well-formed ¥ - (C,S, ip), and the machine andw; are to specify the specifications of thread A and B:
steps to a new configuratiofC,S,ip) — (C,S',ip’) by a

call instruction, then the new configuration is well-formed: Wa % {threadA~- (pa,ga,L),1ab1 ~ (pag, gas: L)}
Wi (C,8, ip). Wg = {threadB~- (pg,gg;L).1lab2~> (pg3.grs,L)}

By the inference rules in Section 4.2, we can prove that the
Lemma 4 (Progress). code heaps of thread A and B are well-formed:

For any specifications se&#, code heapC, machine state,
instruction pointerip, if the machine configuration is well-
formed, ¥ - (C,S,ip), and theip points tocall instruc- By the rule €DHP), we can prove that the complete code is
tion, then there exists a new staté and a newip’ such well-formed:

that the machine can step to a new machine configuration
(C,S,ip) — (C,¥',ip’).

Wak Ca:Wa YeCp:Wp

WaWg F Caw Cg W Cyyy : WA W {swapctxt ~r GEW

We give an initial machine stat&, which is well-formed

Lemma 5 (Preservation). with respect to the specification of entry pois (threada):

For any specifications s&¥, code heapC, machine stats,
instruction pointerip, if the machine configuration is well-
formed, W (C,S,1ip), and the machine step to a new config-Then the following code safety theorem holds.
uration (C,S, ip) — (C,S’,ip’) by call instruction, then the
new configuration is well-formedy - (C,S',ip/). Theorem 2 (Code-Safety).

Safety((Ca® CgWCsy, So, threadA))

WaWs - So: (pa,gasL)

Theorem 1 (Safety).
For any machine configuratior is well-formed under spec- 52  Comparison with Ni’'s work

ification setw, W M, then it will be safegSafety(M).
Ni et al applied the theory of XCAP [3] to certify context

switching. To support certifying first-class code pointers
5 \Verification Results a specification languageropx is introduced to support the
predicatecptr, which can relate the jump destinati@rand
In this section, we demonstrate how to certify the code iits specificatiorp, cptr(£,p). It's worth noting that the pred-
Section 1.1 modularly. The code consists of three part&ate cptr cannot be defined straightforward, and much re-
thread A, thread B, and the context switching implementasearch [14, 3, 15] has been devoted to defining it. The lan-
tion. guagepPropX is deeply embedded inside the meta-language,
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Pa 2 ALX, (H,R,F).t e XA (HIFINV t X+ R(esp)—12< _,_,_) Pg 2 MLX, (H,R,F).te€ X A (HIFINV t X+ R(esp)—12< _,_,_)
ga 2 M, X, X/, (H,R,F), (H',R,F) . False gg 2 A\, X, X/, (H,R,F), (H',R,F') . False
threadA: threadB:
mov ebx, buf mov ebx, buf
mov eax, 1 mov eax, O
mov [ebx], eax mov [ebx], eax
Par = ALX, (HLR,F). 3l . te XAl #t Al € X Pe1 = ALX, (H,R,F). 3l .te X Al At Al € X
A(HIF thrd — t,l; «buf — 1+ R(esp)—12<— _,_,_) A(H IF thrd — t,l; xbuf — 1+ R(esp)—12<— _,_,_)
ga 2 ALX, X/, (H,R,F), (H',R/,F') . False ge1 2 AL X, X/, (H,R,F), (H',R/,F') . False
mov ebx, thrd mov ebx, thrd
mov  edx, [ebx+4] mov  edx, [ebx+4]
mov  ecx, [ebx] mov  ecx, [ebx]
mov [ebx], edx mov [ebx], edx
mov [ebx+4], ecx mov [ebx+4], ecx
push edx push edx
push ecx push ecx
Pa2 £\, X, (H,R,F).3old,new.t € X A old=t A new## t A newe X Pg2 2\, X, (H,R,F).Jold,new.t € X A old=t A new## t A newe X
A(HIFINV (new) X *R(esp)—4 — _,old,new) A(HIFINV (new) X *R(esp)—4 — _,old,new)
gar = AL X, X, (HLR,F), (H', R/, F’) . False ggo 2 AL X, X/, (H,R,F), (H', R/, F’) . False
call swapctxt call swapctxt
labl: lab2:
Paz ZALX, (H,R,F).t€ X A (HIFINV t X+ R(esp)—4 — _,_,_) gz ZALX, (H,R,F).t € X A (HIFINV t X R(esp)—4 — _,_,_)
gaz 2 ALX, X/, (H, R, F), (H',R/,F') . False grs 2 At X, X/, (H, R, F), (H',R/,F') . False
add esp, 8 add esp, 8
jmp  threadA jmp  threadB

Fig. 7. Specifications of Threads

and thercptr is a primitive logical operator. The validity of after the context switch back to the original threaoq
cptr(£, p) is guaranteed by the consistency property of the larandaynew Specify the private memory of thread, e.g. thread
guagerropx and the soundness of the program logic XCAP.stack. We may notice that the environment memory is un-

To support modular reasoninigypredicative polymorphic known when certifying the implementation code of context
predicatesare supported by the languagepx to write for  switching alone. Actually, these environment predicates a
the context switching a modular specification, which unifieprivate memory predicates are polymorphic variables, whic
the global semantics and thread local semantics: can be instantiated to any concrete predicate when we\certif
threads.

The global semantics of context switching can be derived
from the specification above. For example, the fagf, and
aprvnew are preserved inside and outsighe (ecpeyy - --), indi-
cates the implementation code of context switching doesn’t

3[@env, Bnewenv @prvold] - Mold * Aprvold * Beny
% 3[@prvnew - Mnew * 8prvnew
A CPtr(ECHhews Benv * MRoy * Aprvnew
*3[aprvold] 'm/old * Aprvold
R
/\Cptr(ecq)mam/old * Aprvold * aneweny)

Acptr(ret, mly * Aprvold * Bneweny modify these two blocks of memory. The thread-local se-
SWapctxt | mantics of context switching are also implied. For example,
mov  eax, [esp+4] aprvold IS preserved both inside and outsideaf(ret, .. ).
ot Moreover, recursive predicatefiave to be supported to
(L) write specifications of threads, because several threagls ma

N o have mutually recursive expectation of each other.
In the precondition of context switching codegy and

mnew SPecify the machine context structures pointed by old {Mold * Mprvold * mhew} call swapctxt {mgq * Mprvolg * Mhew}
and new arguments before context switching,, specifies

- ) wheremhey is defined recursively:
the machine context structure pointed dig when context new y

switching is finished, whilen},, specifies the old machine Mhew £ MO Mnew * 3[@prvnew] - Bprvnew

context structure after the program return to the samedhrea A CPtr(ECRyew Mhew * Aprvnew

which called context switchingmR means that the values *3[@prvold] - Mprvold * Moyg

stored in current registers are equal to the values storiein Acpir(€CHyg, M gia * Mprvold * 0))

described structure. The definitions of these memory predi- Their method usingptr is powerful enough to reason

cates are omitted here and it will not impede the compreg,, + any code with arbitrary control flow transfers, but

hension of readersecmew andecq refer to the o em- s 446 heavyweight to reason about multi-threaded progra
bedded code pointers stored in context structures after CQRith context switching:

text switch. aepy asserts the memory of environment except
for the old and new context structuregewenySpecifies the e The idea of supporting first-class code pointetsr)
memory of environment except for the old context structure s too low-level to certify multi-threaded code, that is,
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Ni's framework | Our framework verified in the C language level. There is no memory parti-
Spec. Lang. 4,500 loc. 0 loc. tion in their global invariant since their framework supisor
Prog. Logic 130 loc. 440 loc. virtual memory. Their approach has a few resemblances to
Soundness 620 loc. 3,000 loc. previous work [8], and more precisely, the context data is
swapctxt 4,200 loc. 1,100 loc. totally hidden from user programs. Therefore, the context
User Threads N/A 900 loc. switching implementation and the threads in this paper can-
Compilation Time | 12 min. 1.5 min. not be verified in their framework.

The L4.verified project [18, 19] aims to providing a proof
of the functional correctness of the seL4 microkernel with
respect to a high level, formal description of its expected b
haviour. VFiasco [20] project is attempting to verify the Fi

in a continuation-passing stylet will lead to compli- aso kernel, a variant of L4 directly on the C++ level. In the

cated specifications, which often involve many nestekernel of either seL4 or Fiaso, because the contexts of user

cptr predicates and recursive memory predicates. processes are saved prior to entering the kernel, and are re-
) ) ) stored at the termination of a call to the kernel mode, their
e Since the languageropx is deeply embedded in the ¢ontext switching model is also different from ours. Thus
meta-langauge, the assistant proving tools provided Rieir verification methods cannot be applied to the verfica-
meta-language are useless in thepx level. The im-  iion of our context switching implementation.
predicative polymorphic and recursive variables lead t0 1o method of reasoning shared memory in our frame-

higher proving costs. work comes from the ownership-transfer semantics [21],
dvhich is inspired by concurrent separation logic [12].

Fig. 8. Comparation of Coq Implementation

An experimental statistics and comparison with Ni's Co
implementation are shown in Figure 8. We can see that
the XCAP program logic as well as its soundness proof i .
very simple, less than 1k loc., but the languagsx and its ? Conclusion and Future Work

consistency proof (cut elimination) are heavyweight. While ) . .
in our framework, the complicated parts of framework ard/Ve extended previous work and proposed a lightweight ver-

shifted to the program logic and its soundness proof, mo&gcqtion framework for certifying_low-level context swhie
than 3k loc. It's more straightforward and natural to cgrtif "9 in @ modular way. By abstraction of context data, both the
the code of context switching implementation and threads fhontext switching |mplement§tlon and threads can be vdrifie
our framework, because of the more clear and comprehefl-0ur framework naturally, without regards to the problems
sible semantics of context switching. The safety proof siz8' first-class pointers. _ ,

(line of code) of context switching implementation is only ~Three other machine context operations aren't supported
a quarter of that in Ni's framework. The proof of threaddn Our framework_, such as context Ioadlng, context storing
is smaller too (less than 1k loc). Our Coq code includes &'d context making. The first two operations are easy and
auxiliary library about 9,500 loc., which is general and tlon Straightforward to support in our framework. As for context
reflect the proving complexity. The compilation time of ourMaking, we believe that it will be not difficult to support if

Coq code is only one eighth of that of Ni’s code. our framework supports dynamic memory allocation. This is
one of our future work.

Another issue not addressed in our framework is the inter-

6 More Related Work rupts of processors. It's interesting to combine the work of

certifying interrupts and our work in this paper to certifyet
Fenget al proposed the CAP-CR program logic [11], whichpreemptive implementation of threads or OS kernels. Also,
supports reasoning about coroutines modularly. Comparedit is interesting to extend our framework to support code run
our framework, their code specifications of threads areén tHing over multi-processors, which is commonly seen in the
forms of (p,g.g.g,). The precondition and the guarantge modern operating system kernels.
are similar to ours. The extgg is used to specify the action  Our long-term goal is to certify realistic operating system
of the code segment from the current point to the next switdkernels, hypervisors and other modern system software. The
point andg, is used to specify the remaining state transitionork presented in this paper provides a foundation for rea-
between the return point and the next switch point. soning about code of concurrency base and makes a solid

Garganoet al showed a framework CVM [16] to build step toward our goal.

verified kernels in the Verisoft project. CVM is a compu-
tational model for concurrent user processes interactitiy w
a micro-kernel. Starostin and Tsyban presented a formal aReferences
proach [6] to pervasive reasoning about context switch in-
terleaved between user processes and a C-programmed k¢t] Zhaozhong Ni, Dachuan Yu, and Zhong Shao. Us-
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